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Preface

The electric power substation, whether generating station or transmission and distribution, remains one
of the most challenging and exciting fields of electric power engineering. Recent technological develop-
ments have had tremendous impact on all aspects of substation design and operation. The objective of
Electric Power Substations Engineering is to provide an extensive overview of the substation, as well as a
reference and guide for its study. The chapters are written for the electric power engineering professional
to give detailed design information, as well as for other engineering professions (e.g., mechanical, civil)
who want an overview or specific information in one particular area.

The book is organized into 18 chapters to provide comprehensive information on al| aspects of
substations, from the initial concept of a substation to design, automation, operation, and physical and
cyber security. The chapters are written as tutorials, and most provide references for further reading and
study. The chapter authors are members of the Institute of Electrical and Electronics Engineers (IEEE)
Power Engineering Society (PES) Substations Committee, the group that develops the standards that
govern all aspects of substations. Consequently, this book contains the most recent technological devel-
opments regarding industry practice as well as industry standards. This work is a member of the Electric
Power Engineering Series published by CRC Press.

During my review of the individual chapters of this book, I was very pleased with the level of detail
presented and, more importantly, the tutorial writing style and use of photographs and graphics to help
the reader understand the material. I thank the tremendous efforts of the 25 authors who were dedicated
to do the very best job they could in writing the 18 chapters. [ also thank the personnel at CRC Press
who have been involved in the production of this book, with a special word of thanks to Nora Konopka,
Helena Redshaw, and Michele Berman. They were a pleasure to work with and made this project a lot
of fun for all of us.

john D. McDonald
Editor-in-Chief
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1.1 Background

The construction of new substations and the expansion of existing facilities are commonplace projects
in electric utilities. However, due to the complexity, very few utility employees are familiar with the
complete process that allows these projects to be successfully completed. This chapter will attempt to
highlight the major issues associated with these capital-intensive construction projects, and provide a
basic understanding of the types of issues that must be addressed during this process.

There are four major types of electric substations. The first type is the switchyard at a generating station.
These facilities connect the generators to the utility grid and also provide off-site power to the plant. Generator
switchyards tend to be large installations that are typically engineered and constructed by the power plant
designers and are subject to planning, finance, and construction efforts different from those of routine
substation projects. Because of their special nature, the creation of power plant switchyards will not be
discussed here, but the expansion and modification of these facilities generally foliow the routine processes.

Another type of substation is typically known as the customer substation, This type of substation
functions as the main source of electric power supply for one particular business customer. The technical
requirements and the business case for this type of facility depend highly on the customer’s requirements,
more 5o than on utility needs, so this type of station will also not be the primary focus of this discussion.

The third type of substation involves the transfer of bulk power across the network and is referred to
as a switching station. These large stations typically serve as the end points for transmission lines
originating from generating switchyards, and they provide the electrical power for circuits that feed
distribution stations. They are integral to the long-term reliability and integrity of the electric system
and enable large blocks of energy to be moved from the generators to the load centers. Since these
switching stations are strategic facilities and usually very expensive to construct and maintain, these
substations will be one of the major focuses of this chapter.

The fourth type of substation is the distribution substation. These are the most common facilities in
electric power systems and provide the distribution circuits that directly supply most electric customers.

0-8493-1703-7/03/$0.00+51.50 1
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1-7 Electric Power Substations Engineering

They are iypically located close to the load centers, meaning that they are usually located in or near the
neighborhoods that they supply, and are the stations most likely to be encountered by the customers.
Since the construction of distribution stations creates the majority of projects in utility substation
construction budgets, these facilities will be the other major focus of this chapter.

1.2 Needs Determination

An active planning process is necessary to develop the business case for creating a substation or making
major modifications. Planners, operating and maintenance personnel, asset managers, and design engi-
neers are among the various employees typically involved in considering such issues in substation design
as load growth, system stability, system reliability, and system capacity, and their evaluations determine
the need for new or improved substation facilities. Customer requirements, such as a new factory, etc.,
should be considered as well as customer relations and complaints. In some instances, political factors
also influence this process, such as when reliability is a major issue. At this stage, the elements of the
surrounding area are defined and assessed, and a required in-service date is established. The planning
process produces a basic outline of what is required in what area.

1.3 Budgeting

Having established the broad requirements for the new station — such as voltages, capacity, number of
feeders, etc. — the issue of funding must be addressed. This is typically when real estate investigations
of available sites begin, since site size and location can significantly aftect the cost of the facility. Prelim-
inary equipment layouts and engineering evaluations are also undertaken at this stage in order to develop
ballpark costs, which then have to be evaluated in the corporate budgetary justification system. Prelim-
inary manpower forecasts for all disciplines involved in the engineering and construction of the substation
should be undertaken, including identification of the nature and extent of any work that the utility may
need to contract out. This budgeting process will involve evaluation of the project in light of corporate
priorities and provide a general overview of cost and other resource requirements. Note that this process
may be an annual occurrence. Any projects in which monies have yet to be spent are generally reevaluated

during every budget cycle.

1.4 Financing

Once the time has arrived for work to proceed on the project, the process of obtaining funding for the
project must be started. Preliminary detailed designs are required in order to develop firm pricing.
Coordination between business units is necessary to develop accurate costs and to develop a realistic
schedule. This may involve detailed manpower forecasting in many areas. The resource information has
to be compiled in the format necessary to be submitted to the corporate capital estimate system, and
internal presentations must be conducted to sell the project to all levels of management. '

Sometimes it may be necessary to obtain funding to develop the capital estimate. This may be the case
when the cost to develop the preliminary designs is beyond normal departmental budgets, or if unfamiliar
technology is expected to be implemented. This can also occur on large, complex projects or when a
major portion of the work will be contracted. It may also be necessary to obtain early partial funding
in cases where expensive, long-lead-time equipment may need to be purchased, such as large power
transformers.

1.5 Traditional and Innovative Substation Design

Traditionally, high-voltage substations are engineered based on established layouts and concepts and
conservative requirements. This approach can restrict the degree of freedom in introducing new solutions.
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The most that can be achieved with this approach is the mcorporatmn of new primary and secondary
technology in preengineered standards. ‘

A more innovative approach is one that takes into account functional requirements such as systermn
and customer requirements and develops alternative design solutions [1]. System requirements include
elements of rated voltage, rated frequency, system configuration present and future, connected loads,
lines, generation, voltage tolerances (over and under), thermal limits, short-circuit levels, frequency
tolerance (over and under), stability limits, critical fault clearing time, system expansion, and intercon-
nection. Customer requirements include environmental consideration (climatic, noise, aesthetic, spills,
right-of-way), space consideration, power quality, reliability, availability, national and international appli-
cable standards, network security, expandability, and maintainability.

Carefully selected design criteria could be developed to reflect the company philosophy. This would
enable consideration and incorporation of elements such as life-cycle cost, environmental tmpact, initial
capital investment, etc. into the design process. Design solutions could then be evaluated based on
established evaluation criteria that satisfy the company interests and policies.

1.6 Site Acquisition

At this stage, a footprint of the station has been developed, including the layout of the major equipment.
A decision on the final location of the facility can now be made, and various options can be evaluated.
Final grades, roadways, storm-water retention, and environmental issues are addressed at this stage, and
required permits are identified and obtained. Community and political acceptance must be achieved,
and details of station design are negotiated in order to achieve consensus. Depending on local zoning
ordinances, it may be prudent to make settlement on the property contingent upon successfully obtaining
zoning approval, since the site is of little value to the utility without such approval. It is not unusual for
engineering, real estate, public affairs, legal, planning, operations, and customer service personnel —
along with various levels of management — to be involved in the decisions during this phase.

The first round of permit applications can now begin. While the zoning application is usually a local
government issue, permits for grading, storm water management, roadway access, and other environ-
mental or safety concerns are typically handled at the state or provincial level, and they may be federal
issues in the case of wetlands or other sensitive areas. Other federal permits may also be necessary, such
as those for aircraft warning lights for any tall towers or masts in the station. Permit applications are
subject to unlimited bureaucratic manipulation and typically require multiple submissions and could
take many months to reach conclusion. Depending on the local ordinances, zoning approval may be
automatic or may require hearings that could stretch across many months. Zoning applications with
significant opposition could take years to resolve.

1.7 Design, Construction, and Commissioning Process

Once the site location has been selected; the design, construction, and commissioning process would
broadly follow the steps shown in Figure 1.1 [2]. Recent trends in utilities have been toward sourcing
design and construction of substations through a competitive bidding process to ensure capital efficiency
and labor productivity.

1.7.1 Station Design

Now the final detailed designs can be developed along with all the drawings necessary for construction.
The electrical equipment and all the other materials can now be ordered and detailed schedules for all
disciplines negotiated. Final manpower forecasts must be developed and coordinated with other business
units. It is imperative that all stakeholders be aware of the design details and understand what needs to
be built and when it needs to be completed to meet the in-service date. Once the designs are completed
and the drawings published, the remaining permits can be obtained.
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Flow chart illustrating steps involved in establishing a new substation [3].
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How a Substation Happens 1-

1.7.2 Station Construction

With permits in hand and drawings published, the construction of the station can begin. Site logistics
and housekeeping can have a significant impact on the acceptance of the facility. Parking for construction
personnel, traffic routing, truck activity, trailers, fencing, lack of mud and dirt control, along with trash
and noise can be major irritations for neighbors, so attention to these details is essential for achieving
community acceptance. All the civil, electrical, and electronic systems are installed at this time. Proper
attention should also be paid to site security during the construction phase, not only to safeguard the
material and equipment, but also to protect the public.

1.7.3 Station Commissioning

Once construction is complete, testing of various systems can commence and all punch-list items can
be addressed. Environmental cleanup must be undertaken before final landscaping can be installed. Note
that, depending upon the species of plants involved, it may be prudent to delay final landscaping until
a more favorable season in order to insure optimal survival of the foliage. Public relations personnel can
make the residents and community leaders aware that the project is complete, and the station can be
made functional and turned over to the operating staff.
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A gas-insulated substation (GIS) uses a superior dielectric gas, SF,, at moderate pressure for phase-to-
phase and phase-to-ground insulation. The high voltage conductors, circuit breaker interrupters,
switches, current transformers, and voltage transformers are in SF, gas inside grounded metal enclosures.
The atmospheric air insulation used in a conventional, air-insulated substation (AIS) requires meters of
air insulation to do what SF, can do in centimeters. GIS can therefore be smaller than AIS by up to a
factor of 10. A GIS is mostly used where space is expensive or not available. In a GIS the active parts are
protected from the deterioration from exposure to atmospheric air, moisture, contamination, etc. As a
result, GIS is more reliable and requires less maintenance than AIS.

GIS was first developed in various countries between 1968 and 1972. After about 5 years of experience,
the use rate increased to about 20% of new substations in countries where space is limited. In other
countries with space easily available, the higher cost of GIS relative to AIS has limited use to special cases.
For example, in the U.S., only about 2% of new substations are GIS. International experience with GIS
is described in a series of CIGRE papers (CIGRE, 1992; 1994; 1982). The IEEE (IEEE Std. C37. 122-1993;
[EEE Std C37. 122.1-1993) and the IEC (IEC, 1990) have standards covering all aspects of the design,
testing, and use of GIS. For the new user, there is a CIGRE application guide (Katchinski et al., 1998).
IEEE has a guide for specifications for GIS (IEEE Std. C37.123-1996).

2.1 SF,

Sulfur hexaflouride is an inert, nontoxic, colorless, odorless, tasteless, and nonflammable gas consisting
of a sulfur atom surrounded by and tightly bonded to six flourine atoms. It is about five times as dense
as air. SF, is used in GIS at pressures from 400 to 600 kPa absolute. The pressure is chosen so that the
SE, will not condense into a liquid at the lowest temperatures the equipment experiences. SF¢ has two
to three times the insulating ability of air at the same pressure. SF is about 100 times better than air for

0-8493-1703-7/03/50.00+%1.50 2.1
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interrupting arcs. [t is the universally used interrupting medium for high voltage circuit breakers, replac-
ing the older mediums of oil and air. SF, decomposes in the high temperature of an electric arc, but the
decomposed gas recombines back into SF; so well that it is not necessary to replenish the SF; in GIS.
There are some reactive decomposition byproducts formed because of the trace presence of moisture,
air, and other contaminants. The quantities formed are very small. Molecular sieve absorbants inside the
GIS enclosure eliminate these reactive byproducts. SF is supplied in 50-kg gas cylinders in a liquid state
at a pressure of about 6000 kPa for convenient storage and transport. Gas handling systems with filters,
compressors, and vacuum pumps are commercially available. Best practices and the personnel safety
aspects of SF, gas handling are covered in international standards (IEC, 1995).

The SF, in the equipment must be dry enough to avoid condensation of moisture as a liquid on the
surfaces of the solid epoxy support insulators because liquid water on the surface can cause a dielectric
breakdown. However, if the moisture condenses as ice, the breakdown voltage is not affected. So dew
points in the gas in the equipment need to be below about —10°C. For additional margin, levels of less
than 1000 ppmv of moisture are usually specified and easy to obtain with careful gas handling. Absorbants
inside the GIS enclosure help keep the moisture level in the gas low, even though over time, moisture
will evolve from the internal surfaces and out of the solid dielectric materials (IEEE Std. 1125-1993).

Small conducting particles of mm size significantly reduce the dielectric strength of SF, gas. This effect
becomes greater as the pressure is raised past about 600 kPa absolute (Cookson and Farish, 1973). The
particles are moved by the electric field, possibly to the higher field regions inside the equipment or
deposited along the surface of the solid epoxy support insulators, leading to dielectric breakdown at
operating voltage levels. Cleanliness in assembly is therefore very important for GIS. Fortunately, during
the factory and field power frequency high voltage tests, contaminating particles can be detected as they
move and cause small electric discharges (partial discharge) and acoustic signals, so they can be removed
by opening the equipment. Some GIS equipment is provided with internal “particle traps” that capture
the particles before they move to a location where they might cause breakdown. Most GIS assemblies
are of a shape that provides some “natural” low electric field regions where particles can rest without
causing problems.

SF, is a strong greenhouse gas that could contribute to global warming. At an international treaty
conference in Kyoto in 1997, SF, was listed as one of the six greenhouse gases whose emissions should
be reduced. SF, is a very minor contributor to the total amount of greenhouse gases due to human
activity, but it has a very long life in the atmosphere (half-life is estimated at 3200 years), so the eftect
of SF, released to the atmosphere is effectively cumulative and permanent. The major use of SF; is in
electrical power equipment. Fortunately, in GIS the SF; is contained and can be recycled. By following
the present international guidelines for use of SF in electrical equipment (Mauthe etal.,, 1997), the
contribution of SF, to global warming can be kept to less than 0.1% over a 100-year horizon. The emission
rate from use in electrical equipment has been reduced over the last three years. Most of this effect has
been due to simply adopting better handling and recycling practices. Standards now require GIS to leak
less than 1% per year. The leakage rate is normally much lower. Field checks of GIS in service for many
years indicate that the leak rate objective can be as low as 0.1% per year when GIS standards are revised.

2.2 Construction and Service Life

GIS is assembled of standard equipment modules (circuit breaker, current transformers, voltage trans-
formers, disconnect and ground switches, interconnecting bus, surge arresters, and connections to the
rest of the electric power system) to match the electrical one-line diagram of the substation. A cross-
section view of a 242-kV GIS shows the construction and typical dimensions (Figure 2.1). The modules
are joined using bolted flanges with an “O” ring seal system for the enclosure and a sliding plug-in contact
for the conductor. Internal parts of the GIS are supported by cast epoxy insulators. These support
insulators provide a gas barrier between parts of the GIS, or are cast with holes in the epoxy to allow gas
to pass from one side to the other.
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Up to about 170 kV system voltage, all three phases are often in one enclosure (Figure 2.2). Above
170 kV, the size of the enclosure for “three-phase enclosure,” GIS becomes too large to be practical. So
a “single-phase enclosure” design (Figure 2.1) is used. There are no established performance differences
between three-phase enclosure and single-phase enclosure GIS. Some manufacturers use the single-phase
enclosure type for all voltage levels.

Enclosures today are mostly cast or welded aluminum, but steel is also used. Steel enclosures are
painted inside and outside to prevent rusting. Aluminum enclosures do not need to be painted, but may
be painted for ease of cleaning and a better appearance. The pressure vessel requirements for GIS
enclosures are set by GIS standards (IEEE Std. C37.122-1993; 1EC, 1990), with the actual design, man-
ufacture, and test following an established pressure vessel standard of the country of manufacture. Because
of the moderate pressures involved, and the classification of GIS as electrical equipment, third-party
inspection and code stamping of the GIS enclosures are not required.

Conductors today are mostly aluminum. Copper is sometimes used. It is usual to silver plate surfaces
that transfer current. Bolted joints and sliding electrical contacts are used to join conductor sections.
There are many designs for the sliding contact element. In general, sliding contacts have many individually
sprung copper contact fingers working in parallel. Usually the contact fingers are silver plated. A contact
lubricant is used to ensure that the sliding contact surfaces do not generate particles or wear out over
time. The sliding conductor contacts make assembly of the modules easy and also allow for conductor
movement to accommodate the differential thermal expansion of the conductor relative to the enclosure.
Sliding contact assemblies are also used in circuit breakers and switches to transfer current from the
moving contact to the stationary contacts.

Support insulators are made of a highly filled epoxy resin cast very carefully to prevent formation of
voids and/or cracks during curing. Each GIS manufacturer’s material formulation and insulator shape
has been developed to optimize the support insulator in terms of electric field distribution, mechanical
strength, resistance to surface electric discharges, and convenience of manufacture and assembly. Post,
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disc,and cone type support insulators are used. Quality assurance programs for support insulators include
a high voltage power frequency withstand test with sensitive partial discharge monitoring. Experience
has shown that the electric field stress inside the cast epoxy insulator should be below a certain level to
avoid aging of the solid dielectric material. The electrical stress limit for the cast epoxy support insulator
is not a severe design constraint because the dimensions of the GIS are mainly set by the lightning impulse
withstand level and the need for the conductor to have a fairly large diameter to carry to load current
of several thousand amperes. The result is space between the conductor and enclosure for support
insulators having low electrical stress.

Service life of GIS using the construction described above has been shown by experience to be more
than 30 years. The condition of GIS examined after many years in service does not indicate any approach-
ing limit in service life. Experience also shows no need for periodic internal inspection or maintenance.
Inside the enclosure is a dry, inert gas that is itself not subject to aging. There is no exposure of any of
the internal materials to sunlight. Even the “O” ring seals are found to be in excellent condition because
there is almost always a “double seal” system — Figure 2.3 shows one approach. The lack of aging has
been found for GIS, whether installed indoors or outdoors.

2.2.1 Circuit Breaker

GIS uses essentially the same dead tank SF, puffer circuit breakers used in AIS. Instead of SE¢-to-air as
connections into the substation as a whole, the nozzles on the circuit breaker enclosure are directly

connected to the adjacent GIS module.

2.2.2 Current Transformers

CTs are inductive ring types installed- either inside the GIS enclosure or outside the GIS enclosure
(Figure 2.4). The GIS conductor is the single turn primary for the CT. CTs inside the enclosure must be
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shielded from the electric field produced by the high voltage conductor or high transient voltages can
appear on the secondary through capacitive coupling. For CTs outside the enclosure, the enclosure itself
must be provided with an insulating joint, and enclosure currents shunted around the CT. Both types
of construction are in wide use.

2.2.3 Voltage Transformers

VTs are inductive types with an iron core. The primary winding is supported on an insulating plastic
film immersed in SF;. The VT should have an electric field shield between the primary and secondary
windings to prevent capacitive coupling of transient voltages. The VT is usually a sealed unit with a gas
barrier insulator. The VT is either easily removable so the GIS can be high voltage tested without damaging
the VT, or the VT is provided with a disconnect switch or removable link (Figure 2.5).
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2.2.4 Disconnect Switches

Disconnect switches (Figure 2.6) have a moving contact that opens or closes a gap between stationary
contacts when activated by an insulating operating rod that is itself moved by a sealed shaft coming through
the enclosure wall. The stationary contacts have shields that provide the appropriate electric field distribution
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to avoid too high a surface stress. The moving contact velocity is relatively low (compared to a circuit
breaker moving contact) and the disconnect switch can interrupt only low levels of capacitive current
(for example, disconnecting a section of GIS bus) or small inductive currents (for example, transformer
magnetizing current). Load break disconnect switches have been furnished in the past, but with improve-
ments and cost reductions of circuit breakers, it is not practical to continue to furnish load break
disconnect switches, and a circuit breaker should be used instead.

2.2.5 Ground Switches

Ground switches (Figure 2.7) have a moving contact that opens or closes a gap between the high voltage
conductor and the enclosure. Sliding contacts with appropriate electric field shields are provided at the
enclosure and the conductor. A “maintenance” ground switch is operated either manually or by motor
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drive to close or open in several seconds and when fully closed to carry the rated short-circuit current
for the specified time period (1 or 3 sec) without damage. A “fast-acting” ground switch has a high speed
drive, usually a spring, and contact materials that withstand arcing so it can be closed twice onto an
energized conductor without significant damage to itself or adjacent parts. Fast-acting ground switches
are frequently used at the connection point of the GIS to the rest of the electric power network, not only
in case the connected line is energized, but also because the fast-acting ground switch is better able to
handle discharge of trapped charge and breaking of capacitive or inductive coupled currents on the
connected line.

Ground switches are almost always provided with an insulating mount or an insulating bushing for
the ground connection. In normal operation the insulating element is bypassed with a bolted shunt to
the GIS enclosure. During installation or maintenance, with the ground switch closed, the shunt can be
removed and the ground switch used as a connection from test equipment to the GIS conductor. Voltage
and current testing of the internal parts of the GIS can then be done without removing SF; gas or opening
the enclosure. A typical test is measurement of contact resistance using two ground switches (Figure 2.8).

2.2.6 Bus

To connect GIS modules that are not directly connected to each other, an SF; bus consisting of an inner
conductor and outer enclosure is used. Support insulators, sliding electrical contacts, and flanged enclo-
sure joints are usually the same as for the GIS modules.

2.2.7 Air Connection

SF,-to-air bushings (Figure 2.9) are made by attaching a hollow insulating cylinder to a flange on the
end of a GIS enclosure. The insulating cylinder contains pressurized SF; on the inside and is suitable for
exposure to atmospheric air on the outside. The conductor continues up through the center of the
insulating cylinder to a metal end plate. The outside of the end plate has provisions for bolting to an air
insulated conductor. The insulating cylinder has a smooth interior. Sheds on the outside improve the
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performance in air under wet and/or contaminated conditions. Electric field distribution is controlled
by internal metal shields. Higher voltage SF,-to-air bushings also use external shields. The SF, gas inside
the bushing is usually the same pressure as the rest of the GIS. The insulating cylinder has most often
been porcelain in the past, but today many are a composite consisting of a fiberglass epoxy inner cylinder
with an external weather shed of silicone rubber. The composite bushing has better contamination
resistance and is inherently safer because it will not fracture as will porcelain.

2.2.8 Cable Connections

A cable connecting to a GIS is provided with a cable termination kit that is installed on the cable to
provide a physical barrier between the cable dielectric and the SF, gas in the GIS (Figure 2.10). The cable
termination kit also provides a suitable electric field distribution at the end of the cable. Because the
cable termination will be in SF, gas, the length is short and sheds are not needed. The cable conductor
is connected with bolted or compression connectors to the end plate or cylinder of the cable termination
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FIGURE 2.10 Power cable connection.

kit. On the GIS side, a removable link or plug in contact transfers current from the cable to the GIS
conductor. For high voltage testing of the GIS or the cable, the cable is disconnected from the GIS by
removing the conductor link or plug-in contact. The GIS enclosure around the cable termination usually
has an access port. This port can also be used for attaching a test bushing.

2.2.9 Direct Transformer Conneciions

To connect a GIS directly to a transformer, a special SF,-to-oil bushing that mounts on the transformer
is used (Figure 2.11). The bushing is connected under oil on one end to the transformer’s high voltage
leads. The other end is SF; and has a removable link or sliding contact for connection to the GIS conductor.
The bushing may be an oil-paper condenser type or more commonly today, a solid insulation type.
Because leakage of SF, into the transformer oil must be prevented, most SF;-to-oil bushings have a center
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section that allows any SF; leakage to go to the atmosphere rather than into the transformer. For testing,
the SF; end of the bushing is disconnected from the GIS conductor after gaining access through an
opening in the GIS enclosure. The GIS enclosure of the transformer can also be used for attaching a test
bushing.

2.2.10 Surge Arrester

Zinc oxide surge arrester elements suitable for immersion in SF; are supported by an insulating cylinder
inside a GIS enclosure section to make a surge arrester for overvoltage control (Figure 2.12). Because the
GIS conductors are inside in a grounded metal enclosure, the only way for lightning impulse voltages to
enter is through the connections of the GIS to the rest of the electrical system. Cable and direct transformer
connections are not subject to lightning strikes, so only at SF,-to-air bushing connections is lightning a
concern. Air-insulated surge arresters in parallel with the SF,-to-air bushings usually provide adequate
protection of the GIS from lightning impulse voltages at a much lower cost than SF, insulated arresters.
Switching surges are seldom a concern in GIS because with SF, insulation the withstand voltages for
switching surges are not much less than the lightning impulse voltage withstand. In AIS there is a
significant decrease in withstand voltage for switching surges than for lightning impulse because the
longer time span of the switching surge allows time for the discharge to completely bridge the long
insulation distances in air. In the GIS, the short insulation distances can be bridged in the short time
span of a lightning impulse so the longer time span of a switching surge does not significantly decrease
the breakdown voltage. Insulation coordination studies usually show there is no need for surge arresters
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in a GIS; however, many users specify surge arresters at transformers and cable connections as the most
conservative approach.

2.2.11 Control System

For ease of operation and convenience in wiring the GIS back to the substation control room, a local
control cabinet (LCC) is provided for each circuit breaker position (Figure 2.13). The control and power
wires for all the operating mechanisms, auxiliary switches, alarms, heaters, CTs, and VTs are brought
from the GIS equipment modules to the LCC using shielded multiconductor control cables. In addition
to providing terminals for all the GIS wiring, the LCC has a mimic diagram of the part of the GIS being
controlled. Associated with the mimic diagram are control switches and position indicators for the circuit
breaker and switches. Annunciation of alarms is also usually provided in the LCC. Electrical interlocking
and some other control functions can be conveniently implemented in the LCC. Although the LCC is
an extra expense, with no equivalent in the typical AIS, it is so well established and popular that attempts
to eliminate it to reduce cost have not succeeded. The LCC does have the advantage of providing a very
clear division of responsibility between the GIS manufacturer and user in terms of scope of equipment
supply.

Switching and circuit breaker operation in a GIS produces internal surge voltages with a very fast rise
time on the order of nanoseconds and a peak voltage level of about 2 per unit. These “very fast transient
overvoltages” are not a problem inside the GIS because the duration of this type of surge voltage is very
short — much shorter than the lightning impulse voltage. However, a portion of the VETO will emerge
from the inside of the GIS at any place where there is a discontinuity of the metal enclosure — for
example, at insulating enclosure joints for external CTs or at the SF-to-air bushings. The resulting
“transient ground rise voltage” on the outside of the enclosure may cause some small sparks across the
insulating enclosure joint or to adjacent grounded parts. These may alarm nearby personnel but are not
harmful to a person because the energy content is very low. However, if these VFT voltages enter the
control wires, they could cause faulty operation of control devices. Solid-state controls can be particularly
affected. The solution is thorough shielding and grounding of the control wires. For this reason, in a
GIS, the control cable shield should be grounded at both the equipment and the LCC ends using either
coaxial ground bushings or short connections to the cabinet walls at the location where the control cable
first enters the cabinet.
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FIGURE 2.13 Local control cabinet for GIS.

2,212 Gas Monitor System

The insulating and interrupting capability of the SF, gas depends on the density of the SF; gas being at
a minimum level established by design tests. The pressure of the SF, gas varies with temperature, so a
mechanical temperature-compensated pressure switch is used to monitor the equivalent of gas density
(Figure 2.14). GIS is filled with SF to a density far enough above the minimum density for full dielectric
and interrupting capability so that from 10 to 20% of the SFs gas can be lost before the performance of
the GIS deteriorates. The density alarms provide a warning of gas being lost, and can be used to operate
the circuit breakers and switches to put a GIS that is losing gas into a condition selected by the user.
Because it is much easier to measure pressure than density, the gas monitor system usually has a pressure
gage. A chart is provided to convert pressure and temperature measurements into density. Microproces-
sor-based measurement systems are available that provide pressure, temperature, density, and even
percentage of proper SF, content. These can also calculate the rate at which SF, is being lost. However,
they are significantly more expensive than the mechanical temperature-compensated pressure switches,
so they are supplied only when requested by the user.

2.2.13 Gas Compartments and Zones

A GIS is divided by gas barrier insulators into gas compartments for gas handling purposes. In some
cases, the use of a higher gas pressure in the circuit breaker than is needed for the other devices, requires
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that the circuit breaker be a separate gas compartment. Gas handling systems are available to easily process
and store about 1000 kg of SF, at one time, but the length of time needed to do this is longer than most
GIS users will accept. GIS is therefore divided into relatively small gas compartments of less than several
hundred kg. These small compartments may be connected with external bypass piping to create a larger
gas zone for density monitoring. The electrical functions of the GIS are all on a three-phase basis, so
there is no electrical reason not to connect the parallel phases of a single-phase enclosure type of GIS
into one gas zone for monitoring. Reasons for not connecting together many gas compartments into
large gas zones include a concern with a fault in one gas compartment causing contamination in adjacent
compartments and the greater amount of SF; lost before a gas loss alarm. It is also easier to locate a leak
if the alarms correspond to small gas zones, but a larger gas zone will, for the same size leak, give more
time to add SF, between the first alarm and second alarm. Each GIS manufacturer has a standard approach
to gas compartments and gas zones, but will, of course, modify the approach to satisty the concerns of
individual GIS users.

2.2.14 Electrical and Physical Arrangement

For any electrical one-line diagram there are usually several possible physical arrangements. The shape
of the site for the GIS and the nature of connecting lines and/or cables should be considered. Figure 2.15
compares a “natural” physical arrangement for a breaker and a half GIS with a “linear” arrangement.

Most GIS designs were developed initially for a double bus, single breaker arrangement (Figure 2.2).
This widely used approach provides good reliability, simple operation, easy protective relaying, excellent
economy, and a small footprint. By integrating several functions into each GIS module, the cost of the
double bus, single breaker arrangement can be significantly reduced. An example is shown in Figure 2.16.
Disconnect and ground switches are combined into a “three-position switch” and made a part of each
bus module connecting adjacent circuit breaker positions. The cable connection module includes the
cable termination, disconnect switches, ground switches, a VT, and surge arresters.

2.2.15 Grounding

The individual metal enclosure sections of the GIS modules are made electrically continuous either by
the flanged enclosure joint being a good electrical contact in itself or with external shunts bolted to the
flanges or to grounding pads on the enclosure. While some early single-phase enclosure GIS were “single
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point grounded” to prevent circulating currents from flowing in the enclosures, today the universal
practice is to use “multipoint grounding” even though this leads to some electrical losses in the enclosures
due to circulating currents. The three enclosures of a single-phase GIS should be bonded to each other
at the ends of the GIS to encourage circulating currents to flow. These circulating enclosure currents act
to cancel the magnetic field that would otherwise exist outside the enclosure due to the conductor current.
Three-phase enclosure GIS does not have circulating currents, but does have eddy currents in the
enclosure, and should also be multipoint grounded. With multipoint grounding and the resulting many
parallel paths for the current from an internal fault to flow to the substation ground grid, it is easy to
keep the touch and step voltages for a GIS to the safe levels prescribed in IEEE 80.

2.2.16 Testing

Test requirements for circuit breakers, CTs, VTs, and surge arresters are not specific for GIS and will not
be covered in detail here. Representative GIS assemblies having all of the parts of the GIS except for the
circuit breaker are design tested to show that the GIS can withstand the rated lightning impulse voltage,
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FIGURE 2.16 Integrated (combined function) GIS.

switching impulse voltage, power frequency overvoltage, continuous current, and short-circuit current.
Standards specify the test levels and how the tests must be done. Production tests of the factory-assembled
GIS (including the circuit breaker) cover power frequency withstand voltage, conductor circuit resistance,
leak checks, operational checks, and CT polarity checks. Components such as support insulators, VT,
and CTs are tested in accordance with the specific requirements for these items before assembly into the
GIS. Field tests repeat the factory tests. The power frequency withstand voltage test is most important
as a check of the cleanliness of the inside of the GIS in regard to contaminating conducting particles, as
explained in the SF section above. Checking of interlocks is also very important. Other field tests may
be done if the GIS is a very critical part of the electric power system, when, for example, a surge voltage
test may be requested.

2.2.17 Installation

The GIS is usually installed on a monolithic concrete pad or the floor of a building. It is most often
rigidly attached by bolting and/or welding the GIS support frames to embedded steel plates or beams.
Chemical drill anchors can also be used. Expansion drill anchors are not recommended because dynamic
loads may loosen expansion anchors when the circuit breaker operates. Large GIS installations may need
bus expansion joints between various sections of the GIS to adjust to the fit-up in the field and, in some
cases, provide for thermal expansion of the GIS. The GIS modules are shipped in the largest practical
assemblies. At the lower voltage level, two or more circuit breaker positions can be delivered fully
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assembled. The physical assembly of the GIS modules to each other using the bolted flanged enclosure
joints and sliding conductor contacts goes very quickly. More time is used for évacuation of air from gas
compartments that have been opened, filling with SF, gas, and control system wiring. The field tests are
then done. For a high voltage GIS shipped as many separate modules, installation and testing takes about
two weeks per circuit breaker position. Lower voltage systems shipped as complete bays, arid mostly
factory-wired, can be installed more quickly. :

2.2.18 Operation and Interlocks

Operation of a GIS in terms of providing monitoring, control, and protection of the power system as a
whole is the same as for an AIS except that internal faults are not self-clearing so reclosing should not
be used for faults internal to the GIS. Special care should be taken for disconnect and ground switch
operation because if these are opened with load current flowing, or closed into load or fault current, the
arcing between the switch moving and stationary contacts will usually cause a phase-to-phase fault in
three-phase enclosure GIS or to a phase-to-ground fault in single-phase enclosure GIS. The internal fault
will cause severe damage inside the GIS. A GIS switch cannot be as easily or quickly replaced as an AIS
switch. There will also be a pressure rise in the GIS gas compartment as the arc heats the gas. [n extreme
cases, the internal arc will cause a rupture disk to operate or may even cause a burn-through of the
enclosure. The resulting release of hot, decomposed SF gas may cause serious injury to nearby personnel.
For both the sake of the GIS and the safety of personnel, secure interlocks are provided so that the circuit
breaker must be open before an associated disconnect switch can be opened or closed, and the disconnect
switch must be open before the associated ground switch can be closed or opened.

2.2.19 Maintenance

Experience has shown that the internal parts of GIS are so well protected inside the metal enclosure that
they do not age and as a result of proper material selection and lubricants, there is negligible wear of the
switch contacts. Only the circuit breaker arcing contacts and the teflon nozzle of the in terrupter experience
wear proportional to the number of operations and the level of the load or fault currents being inter-
rupted. Good contact and nozzle materials combined with the short interrupting time of modern circuit
breakers provide, typically, for thousands of load current interruption operations and tens of full-rated
fault current interruptions before there is any need for inspection or replacement. Except for circuit
breakers in special use such as at a pumped storage plant, most circuit breakers will not be operated
enough to ever require internal inspection. So most GIS will not need to be opened for maintenance.
The external operating mechanisms and gas monitor systems should be visually inspected, with the
frequency of inspection determined by experience.

2.3 Economics of GIS

The equipment cost of GIS is naturally higher than that of AIS due to the grounded metal enclosure, the
provision of an LCC, and the high degree of factory assembly. A GIS is less expensive to install than an
AIS. The site development costs for a GIS will be much lower than for an AIS because of the much
smaller area required for the GIS. The site development advantage of GIS increases as the system voltage
increases because high voltage AIS take very large areas because of the long insulating distances in
atmospheric air. Cost comparisons in the early days of GIS projected that, on a total installed cost basis,
GIS costs would equal AIS costs at 345 kV. For higher voltages, GIS was expected to cost less than AIS.
However, the cost of AIS has been reduced significantly by technical and manufacturing advances (espe-
cially for circuit breakers) over the last 30 years, but GIS equipment has not shown any cost reduction
until very recently. Therefore, although GIS has been a well-established technology for a long time, with
a proven high reliability and almost no need for maintenance, it is presently perceived as costing too
much and is only applicable in special cases where space is the most important factor.
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Currently, GIS costs are being reduced by integrating functions as described in the arrangement section
above. As digital control systems become common in substations, the costly electromagnetic CTs and
VTs of a GIS will be replaced by less-expensive sensors such as optical Vs and Rogowski coil CTs. These
less-expensive sensors are also much smaller, reducing the size of the GIS‘and alloewing more bays of GIS
to be shipped fully assembled. Installation and site development costs are correspondingly lower. The
GIS space advantage over AIS increases. GIS can now be considered for any-new substation or the
expansion of an existing substation without enlarging the area for the substation.
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Various factors affect the reliability of a substation or switchyard, one of which is the arrangement of the
buses and switching devices. In addition to reliability, arrangement of the buses/switching devices will
impact maintenance, protection, initial substation development, and cost.

There are six types of substation bus/switching arrangements commonly used in air insulated substa-
tions:

Single bus

Double bus, double breaker

Main and transfer (inspection) bus
Double bus, single breaker

Ring bus

Breaker and a half

O

3.1 Single Bus (Figure 3.1)

This arrangement involves one main bus with all circuits connected directly to the bus. The reliability
of this type of an arrangement is very low. When properly protected by relaying, a single failure to the
main bus or any circuit section between its circuit breaker and the main bus will cause an outage of the
entire system. In addition, maintenance of devices on this system requires the de-energizing of the line
connected to the device. Maintenance of the bus would require the outage of the total system, use of
standby generation, or switching to adjacent station, if available.

Since the single bus arrangement is low in reliability, it is not recommended for heavily loaded
substations or substations having a high availability requirement. Reliability of this arrangement can be
improved by the addition of a bus tiebreaker to minimize the effect of a main bus tailure.

0-8493-1703-7/03/$0.00+51.50 3.1
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FIGURE 3.1 Single bus.

FIGURE 3.2 Double bus, double breaker.

3.2 Double Bus, Double Breaker {Figure 3.2)

This scheme provides a very high level of reliability by having two separate breakers available to each
circuit. In addition, with two separate buses, failure of a single bus will not impact either line. Maintenance
of a bus or a circuit breaker in this arrangement can be accomplished without interrupting either of the
circuits.

This arrangement allows various operating options as additional lines are added to the arrangement;
loading on the system can be shifted by connecting lines to only one bus.

A double bus, double breaker scheme is a high-cost arrangement, since each line has two breakers and
requires a larger area for the substation to accommodate the additional equipment. This is especially
true in a low profile configuration. The protection scheme is also more involved than a single bus scheme.

3.3 Main and Transfer Bus (Figure 3.3)

This scheme is arranged with all circuits connected between a main (operating) bus and a transfer bus
(also referred to as an inspection bus). Some arrangements include a bus tie breaker that is connected
between both buses with no circuits connected to it. Since all circuits are connected to the single, main
bus, reliability of this system is not very high. However, with the transfer bus available during mainte-
nance, de-energizing of the circuit can be avoided. Some systems are operated with the transfer bus
normally de-energized.



Qo

Air-Insulated Substations — Bus/Switching Configurations 3-

Maln Bus

Bus

e

CB []

Transfer Bus
FIGURE 3.3 Main and transfer bus.

When maintenance work is necessary, the transfer bus is energized by either closing the tie breaker,
or when a tie breaker is not installed, closing the switches connected to the transter bus. With these
switches closed, the breaker to be maintained can be opened along with its isolation switches. Then the
breaker is taken out of service. The circuit breaker remaining in service will now be connected to both
circuits through the transfer bus. This way, both circuits remain energized during maintenance. Since
each circuit may have a different circuit configuration, special relay settings may be used when operating
in this abnormal arrangement. When a bus tie breaker is present, the bus tie breaker is the breaker used
to replace the breaker being maintained, and the other breaker is not connected to the transfer bus.

A shortcoming of this scheme is that if the main bus is taken out of service, even though the circuits
can remain energized through the transfer bus and its associated switches, there would be no relay
protection for the circuits. Depending on the system arrangement, this concern can be minimized through
the use of circuit protection devices (reclosure or fuses) on the lines outside the substation.

This arrangement is slightly more expensive than the single bus arrangement, but does provide more
flexibility during maintenance. Protection of this scheme is similar to that of the single bus arrangement.
The area required for a low profile substation with a main and transfer bus scheme is also greater than
that of the single bus, due to the additional switches and bus.

3.4 Double Bus, Single Breaker (Figure 3.4)

This scheme has two main buses connected to each line circuit breaker and a bus tie breaker. Utilizing
the bus tie breaker in the closed position allows the transfer of line circuits from bus to bus by means
of the switches. This arrangement allows the operation of the circuits from either bus. In this arrangement,
a failure on one bus will not affect the other bus. However, a bus tie breaker failure will cause the outage
of the entire system.

Operating the bus tie breaker in the normally open position defeats the advantages of the two main
buses. It arranges the system into two single bus systems, which as described previously, has very low
reliability.

Relay protection for this scheme can be complex, depending on the system requirements, tlexibility,
and needs. With two buses and a bus tie available, there is some ease in doing maintenance, but
maintenance on line breakers and switches would still require outside the substation switching to avoid
outages.
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FIGURE 3.4 Double bus, single breaker.
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3.5 Ring Bus {Figure 3.5)
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FIGURE 3.5 Ring bus.

In this scheme, as indicated by the name, all breakers are arranged in a ring with circuits tapped between
breakers. For a failure on a circuit, the two adjacent breakers will trip without affecting the rest of the
system. Similarly, a single bus failure will only affect the adjacent breakers and allow the rest of the system
to remain energized. However, a breaker failure or breakers that fail to trip will require adjacent breakers
to be tripped to isolate the fault.

Maintenance on a circuit breaker in this scheme can be accomplished without interrupting any circuit,
including the two circuits adjacent to the breaker being maintained. The breaker to be maintained is
taken out of service by tripping the breaker, then opening its isolation switches. Since the other breakers
adjacent to the breaker being maintained are in service, they will continue to supply the circuits.

In order to gain the highest reliability with a ring bus scheme, load and source circuits should be
alternated when connecting to the scheme. Arranging the scheme in this manner will minimize the
potential for the loss of the supply to the ring bus due to a breaker failure.

Relaying is more complex in this scheme than some previously identified. Since there is only one bus
in this scheme, the area required to develop this scheme is less than some of the previously discussed
schemes. However, expansion of a ring bus is limited, due to the practical arrangement of circuits.
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FIGURE 3.6 Breaker-and-a-half. —‘—

3.6 Breaker-and-a-Half (Figure 3.6)

The breaker-and-a-half scheme can be developed from a ring bus arrangement as the number of circuits
increases. [n this scheme, each circuit is between two circuit breakers, and there are two main buses. The
failure of a circuit will trip the two adjacent breakers and not interrupt any other circuit. With the three
breaker arrangement for each bay, a center breaker failure will cause the loss of the two adjacent circuits.
However, a breaker failure of the breaker adjacent to the bus will only interrupt one circuit.

Maintenance of a breaker on this scheme can be performed without an outage to any circuit. Further-
more, either bus can be taken out of service with no interruption to the service.

This is one of the most reliable arrangements, and it can continue to be expanded as required. Relaying
is more involved than some schemes previously discussed. This scheme will require more area and is
costly due to the additional components.

3.7 Comparison of Configurations

In planning an electrical substation or switchyard facility, one should consider major parameters as
discussed above: reliability, cost, and available area. Table 3.1 has been developed to provide specific items
for consideration.

In order to provide a complete evaluation of the configurations described, other circuit-related factors
should also be considered. The arrangement of circuits entering the facility should be incorporated in
the total scheme. This is especially true with the ring bus and breaker-and-a-half schemes, since reliability
in these schemes can be improved by not locating source circuits or load circuits adjacent to each other.
Arrangement of the incoming circuits can add greatly to the cost and area required.

Also, the profile of the facility can add significant cost and area to the overall project. A high-profile
facility can incorporate multiple components on fewer structures. Each component in a low-profile layout
requires a single area, thus necessitating more area for an arrangement similar to a high-profile facility.

Therefore, a four-circuit, high-profile ring bus may require less area and be less expensive than a four-
circuit, low-profile main and transfer bus arrangement.
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TABLE 3.1 Comparison of Cenfigurations

Electric Power Substations Engineering

Configuration

Reliability

Cost

Available Area

Single bus

Double bus

Main bus and
transfer

Double bus,
single breaker
Ring bus

Breaker-and-a-

half

Least reliable — single failure can cause
complete outage

Highly reliable — duplicated components;
single failure normally isolates single
component

Least reliable — same as Single bus, but
flexibility in operating and maintenance
with transfer bus

Moderately reliable — depends on
arrangement of components and bus

High reliability — single failure isolates
single component

Highly reliable — single circuit failure
isolates single circuit, bus failures do not
affect circuits

Least cost {1.0) — fewer
components

High cost (1.8) —
duplicated components

Moderate cost (1.76) —
fewer components

Moderate cost (1.78) —
more components

Maoderate cost {1.56) —
more components

Moderate cost (1.57) —
breaker-and-a-half for
each circuit

Least area -— fewer
components

Greater area — twice as
many components

Low area requirement —
fewer components

Moderate area -— more
components

Moderate area — increases
with number of circuits

Greater area — more
components per circuit

Note: The number shown in parenthesis is a per unit amount for comparison of configurations.
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The design of the high-voltage substation must include consideration for the safe operation and main-
tenance of the equipment. Switching equipment is used to provide isolation, no load switching, load
switching, and/or interruption of fault currents. The magnitude and duration of the load and fault
currents will be significant in the selection of the equipment used.

System operations and maintenance must also be considered when equipment is selected. One signif-
icant choice is the decision of single-phase or three-phase operation. High-voltage power systems are
generally operated as a three-phase system, and the imbalance that will occur when operating equipment
in a single-phase mode must be considered.

4.1 Ambient Conditions

Air-insulated high-voltage electrical equipment is generally covered by standards based on assumed
ambient temperatures and altitudes. Ambient temperatures are generally rated over a range from —40°C to
+40°C for equipment that is air insulated and dependent on ambient cooling. Altitudes above 1000 meters
(3300 feet) may require derating.

At higher altitudes, air density decreases, hence the dielectric strength is also reduced and derating of
the equipment is reccommended. Operating (strike distances) clearances must be increased to compensate
for the reduction in dielectric strength of the ambient air. Also, current ratings generally decrease at
higher elevations due to the decreased density of the ambient air, which is the cooling medium used for
dissipation of the heat generated by the load losses associated with load current levels.

4.2 Disconnect Switches

A disconnect switch is a mechanical device used to change connections within a circuit or isolate a circuit
from its power source, and is normally used to provide isolation of the substation equipment for
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maintenance. Typically a disconnect switch would be installed on each side of a piece of equipment to
provide a visible confirmation that the power conductors have been opened for personnel safety. Once
the switches are placed in the open position, safety grounds can be attached to the de-energized equipment
for worker protection. Switches can be equipped with grounding blades to perform the safety grounding
function. _ :

Disconnect switches are designed to continuously carry load currents and momentarily carry higher
capacity for short-circuit currents for a specified duration (typically specified in seconds). They are
designed for no load switching, opening or closing circuits where negligible currents are made or
interrupted, or when there is no significant voltage across the open terminals of the switch. They are
relatively slow-speed operating devices and therefore are not designed for arc interruption. Disconnect
switches are also installed to bypass breakers or other equipment for maintenance and can also be used
for bus sectionalizing. Interlocking equipment is available to prevent inadvertent operating sequence by
inhibiting operation of the disconnect switch operation until the fault and/or load currents have been
interrupted by the appropriate equipment.

Single-phase or three-phase operation is possible for some switches. Operating mechanisms are nor-
mally installed to permit operation of the disconnect switch by an operator standing at ground level.
The operating mechanisms provide a swing arm or gearing to permit operation with reasonable effort
by utility personnel. Motor operating mechanisms are also available and are applied when remote
switching is necessary.

Disconnect switch operation can be designed for vertical or horizontal operating of the switch blades.
Several configurations are frequently used for switch applications including:

.

Vertical break
Double break switches

«

-

V switches
Center break switches
Hook stick switches

e

»

Vertical reach switches

»

Grounding switches

Phase spacing is usually adjusted to satisfy the spacing of the bus system installed in the substation.

4.3 Load Break Switches

A load break switch is a disconnect switch that has been designed to provide making or breaking of
specified currents. This is accomplished by addition of equipment that increases the operating speed of
the disconnect switch blade and the addition of some type of equipment to alter the arcing phenomena
and allow the safe interruption of the arc resulting when switching load currents.

Disconnect switches can be supplied with equipment to provide a limited load swiiching capability.
Arcing horns, whips, and spring actuators are typical at lower voltages. These switches are used to
de-energize or energize a circuit that possesses some limited amount of magnetic or capacitive current,
such as transformer exciting current or line charging currents.

An air switch can be modified to include a series interrupter (typically vacuum or SF6) for higher
voltage and current interrupting levels. These interrupters increase the load break capability of the
disconnect switch and can be applied for switching load or fault currents of the associated equipment.

4.4 High-Speed Grounding Switches

Automatic high-speed grounding switches are applied for protection of transformer banks when the cost
of supplying other protective equipment is too costly. The switches are generally actuated by discharging
a spring mechanism to provide the “high-speed” operation. The grounding switch operates to provide
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a deliberate ground on the high-voltage bus supplying the equipment (generally a transformer bank),
which is detected by protective relaying equipment remotely, and operates the ttansmission line breakers
at the remote end of the line supplying the transformer. This scheme also imposes a voltage interruption
to all other loads connected between the same remote breakers. A motor-operated disconnect swiich is
frequently installed along with a relay system to sense bus voltage and allow operation of a motor-operated
disconnect switch when there is no voltage on the transmission line to provide autematic isolation of
the faulied bank, and allow reclosing operation of the remote breaker to restore service to the transmission
line.

The grounding switch scheme is dependent on the ability of the source transmission line relay pro-
tection scheme to recognize and clear the fault by opening the remote line circuit breaker. Clearing times
are necessarily longer since the fault levels are not normally within the levels appropriate for an instan-
taneous trip response. The lengthening of the trip time also imposes additional stress on the equipment
being protected and should be considered when selecting this method for bank protection. Grounding
switches are usually considered when relative fault levels are low so that there is not the risk of significant
damage to the equipment with the associated extended trip times.

4.5 Power Fuses

Power fuses are a generally accepted means of protecting power transformers in distribution substations.
The primary purpose of a power fuse is to provide interruption of permanent faults. Fusing is an
economical alternative to circuit switcher or circuit breaker protection. Fuse protection is generally limited
to voltages from 34.5 kV through 69 kV, but has been applied for protection of 115-kV and 138-kV
transformers.

To provide the greatest protective margin, it is necessary to use the smallest fuse rating possible. The
advantage of close fusing is the ability of the fuse unit to provide backup protection for some secondary
faults. For the common delta-wye connected transformer, a fusing ratio of 1.0 would provide backup
protection for a phase-to-ground fault as low as 230% of the secondary full-load rating. Fusing ratio is
defined as the ratio of the fuse rating to the transformer full load current rating. With low fusing ratios,
the fuse may also provide backup protection for line-to-ground faults remote to the substation on the
distribution network.

Fuse ratings also must consider parameters other than the full load current of the transformer being
protected. Coordination with other overcurrent devices, accommodation of peak overloadings, and severe
duty may require increased ratings of the fuse unit. The general purpose of the power transformer fuse
is to accommodate, not interrupt, peak loads. Fuse ratings must consider the possibility of nuisance trips
if the rating selected is too low for all possible operating conditions.

The concern of unbalanced voltages in a three-phase system must be considered when selecting fusing
for power transformer protection. The possibility of one or two fuses blowing must be reviewed. Unbal-
anced voltages can cause tank heating in three-phase transformers and overheating and damage to three-
phase motor loads. The potential for ferroresonance must be considered for some transformer configu-
rations when using fusing.

Fuses are available in a number of tripping curves (standard, slow, and very slow) to provide coordi-
nation with other system protective equipment. Fuses are not voltage-critical; they may be applied at any
voltage equal to or greater than their rated voltage. Fuses may not require additional structures, and are
generally mounted on the incoming line structure, resulting in space savings in the substation layout.

4.6 Circuit Switchers

Circuit switchers have been developed to overcome some of the limitations of fusing for substation
transformers. They are designed to provide three-phase interruption (solving the unbalanced voltage
considerations) and provide protection for transient overvoltages and overloads at a competitive cost
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between the costs of fuses and circuit breakers. Additionally, they can provide protection from transformer
faults based on differential, sudden pressure, and overcurrent relay schemes as well as critical operating
constraints such as low oil level, high oil or winding temperature, pressure relief device operation, and
others. ' .

Circuit switchers are designed and supplied as a combination of a circuit breaking interrupter and an
isolating disconnect switch. Later models have been designed with improved ‘interrupters that have
reduced the number of gaps and eliminated the necessity of the disconnect switch blades in series with
the interrupter. Interrupters are now available in vertical or horizontal mounting configurations, with
or without an integral disconnect switch. Circuit switchers have been developed for applications involving
protection of power transformers, lines, capacitors, and line connected or tertiary connected shunt
reactors.

Circuit switchers are an alternative to the application of circuit breakers for equipment protection.
Fault duties may be lower and interrupting times longer than a circuit breaker. Some previous designs
employed interrupters with multiple gaps and grading resistors and the integral disconnect switch as
standard. The disconnect switch was required to provide open-circuit isolation in some earlier models
of circuit switchers.

Circuit switchers originally were intended to be used for transformer primary protection. Advance-
ments in the interrupter design have resulted in additional circuit switcher applications, including:

+ Line and switching protection

» Cable switching and protection

» Single shunt capacitor bank switching and protection

» Shunt reactor switching and protection (line connected or tertiary connected reactors)

4.7 Circuit Breakers

A circuit breaker is defined as “a mechanical switching device capable of making, carrying and breaking
currents under normal circuit conditions and also making, carrying and breaking for a specified time,
and breaking currents under specified abnormal circuit conditions such as a short circuit” (IEEE Std.
(C37.100-1992).

Circuit breakers are generally classified according to the interrupting medium used to cool and elongate
the electrical arc permitting interruption. The types are:

* Alr magnetic
+ Oil

* Air blast

¢ Vacuum

+ SF6 gas

Air magnetic circuit breakers are limited to older switchgear and have generally been replaced by
vacuum or SF6 for switchgear applications. Vacuum is used for switchgear applications and some outdoor
breakers, generally 38 kV class and below. Air blast breakers, used for high voltages (=765 kV), are no
longer manufactured and have been replaced by breakers using SF6 technology.

Oil circuit breakers have been widely used in the utility industry in the past but have been replaced
by other breaker technologies for newer installations. Two designs exist — bulk oil (dead-tank designs)
dominant in the U.S.; and oil minimum breaker technology (live-tank design). Bulk oil circuit breakers
were designed as single-tank or three-tank mechanisms; generally, at higher voltages, three-tank designs
were dominant. Oil circuit breakers were large and required significant foundations to support the weight
and impact loads occurring during operation. Environmental concerns forcing the necessity of cil
retention systems, maintenance costs, and the development of the SF6 gas circuit breaker have led to the
gradual replacement of the oil circuit breaker for new installations.
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Oil circuit breaker developnient has been relatively static for many years. The design of the interrupter
employs the arc caused when the contacts are parted and the breaker starts to 6perate: The electrical arc
generates hydrogen gas due to the decomposition of the insulating mineral oil. The interrupter is designed
to use the gas as a cooling mechanism to cool the arc arid to use the pressure to elongate the arc through
a grid (arc chutes), allowing extinguishing of the arc when the current passes through zero.

Vacuum circuit breakers use an interrupter that is a small cylinder enclosing the moving contacts
under a high vacuum. When the contacts part, an arc is formed from contact erosion. The arc products
are immediately forced to and deposited on a metallic shield surrounding the contacts. Without anything
to sustain the arg, it is quickly extinguished.

Vacuum circuit breakers are widely employed for metal-clad switchgear up to 38 kV class. The small
size of the breaker allows vertically stacked installations of breakers in a two-high configuration within
one vertical section of switchgear, permitting significant savings in space and material compared to earlier
designs employing air magnetic technology. When used in outdoor circuit breaker designs, the vacuum
cylinder is housed in a metal cabinet or oil-filled tank for dead tank construction popular in the U.S.
market.

Gas circuit breakers generally employ SF6 (sulfur hexaflouride) as an interrupting and sometimes as
an insulating medium. In “single puffer” mechanisms, the interrupter is designed to compress the gas
during the opening stroke and use the compressed gas as a transfer mechanism to cool the arc and to
elongate the arc through a grid (arc chutes), allowing extinguishing of the arc when the current passes
through zero. In other designs, the arc heats the SF6 gas and the resulting pressure is used for elongating
and interrupting the arc. Some older two-pressure SF6 breakers employed a pump to provide the high-
pressure SF6 gas for arc interruption.

Gas circuit breakers typically operate at pressures between six and seven atmospheres. The dielectric
strength of SF6 gas reduces significantly at lower pressures, normally as a result of lower ambient
temperatures. Monitoring of the density of the SF6 gas is critical and some designs will block operation
of the circuit breaker in the event of low gas density.

Circuit breakers are available as live-tank or dead-tank designs. Dead-tank designs put the interrupter
in a grounded metal enclosure. Interrupter maintenance is at ground level and seismic withstand is
improved vs. the live-tank designs. Bushings are used for line and load connections which permit
installation of bushing current transformers for relaying and metering at a nominal cost. The dead-tank
breaker does require additional insulating oil or gas to provide the insulation between the interrupter
and the grounded tank enclosure.

Live-tank circuit breakers consist of an interrupter chamber that is mounted on insulators and is at
line potential. This approach allows a modular design as interrupters can be connected in series to operate
at higher voltage levels. Operation of the contacts is usually through an insulated operating rod or rotation
of a porcelain insulator assembly by an operator at ground level. This design minimizes the quantity of
oil or gas used for interrupting the arc as no additional quantity is required for insulation of a dead-tank
enclosure. The design also readily adapts to the addition of pre-insertion resistors or grading capacitors
when they are required. Seismic capability requires special consideration due to the high center of gravity
of the interrupting chamber assembly.

[nterrupting times are usually quoted in cycles and are defined as the maximum possible delay between
energizing the trip circuit at rated control voltage and the interruption of the main contacts in all poles.
This applies to all currents from 25 to 100% of the rated short-circuit current.

Circuit breaker ratings must be examined closely. Voltage and interrupting ratings are stated at a
maximum operating voltage rating, i.e., 38 kV voltage rating for a breaker applied on a nominal 34.5-kV
circuit. The breakers have an operating range designated as K factor per [EEE C37.06, (see Table 3 in the
document’s appendix). For a 72-kV breaker, the voltage range is 1.21, indicating that the breaker is capable
of its full interrupting rating down to a voltage of 60 kV.

Breaker ratings need to be checked for some specific applications. Applications requiring reclosing
operation should be reviewed to be sure that the duty cycle of the circuit breaker is not being exceeded.
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Some applications for out-of-phase switching or back-to-back switching of capacitor banks also require
review and may require specific-duty circuit breakers to insure proper dperation of the circuit breaker
during fault interruption.

4.8 GIS Substations

Advancements in the use of SF6 as an insulating and interrupting medium have resulted in the develop-
ment of gas insulated substations. Environmental and/or space limitations may require the consideration
of GIS (gas-insulated substation) equipment. This equipment utilizes SF6 as an insulating and interrupt-
ing medium and permits very compact installations.

Three-phase or single-phase bus configurations are normally available up to 145 kV class, and single-
phase bus to 500 kV and higher, and all equipment (disconnect/isolating switches, grounding switches,
circuit breakers, metering current, and potential transformers, etc.) are enclosed within an atmosphere
of SF6 insulating gas. The superior insulating properties of SF6 allow very compact installations.

GIS installations are also used in contaminated environments and as a means of deterring animal
intrusions. Although initial costs are higher than conventional substations, a smaller substation footprint
can offset the increased initial costs by reducing the land area necessary for the substation.

4.9 Environmental Concerns

Environmental concerns will have an impact on the siting, design, installation, maintenance, and oper-
ation of substation equipment.

Sound levels, continuous as well as momentary, can cause objections. The operation of a disconnect
switch, switching cables, or magnetizing currents of a transformer will result in an audible noise associated
with the arc interruption in air. Interrupters can be installed to mitigate this noise. Closing and tripping
of a circuit breaker will result in an audible momentary sound from the operating mechanism. Trans-
formers and other magnetic equipment will emit continuous audible noise.

Oilinsulated circuit breakers and power transformers may require the installation of systems to contain
or control an accidental discharge of the insulating oil and prevent accidental migration beyond the
substation site. Lubricating oils and hydraulic fluids should also to be considered in the control/contain-
ment decision.
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The preceding sections on gas-insulated substations (GIS), air-insulated substations (AlS), and high-
voltage switching equipment apply in principle also to the ac circuits in high-voltage power electronic
substations. This section focuses on the specifics of power electronics as applied in substations for power
transmission purposes.

The dramatic development of power electronics in the past decades has led to significant progress in
electric power transmission technology, resulting in special types of transmission systems, which require
special kinds of substations. The most important high-voltage power electronic substations are converter
stations, above all for high-voltage direct current (HVDC) transmission systems, and controllers for
flexible ac transmission systems (FACTS).

High-voltage power electronic substations consist essentially of the main power electronic equipment,
L.e., converter valves and FACTS controllers with their dedicated cooling systems. Furthermore, in addi-
tion to the familiar components of conventional substations covered in the preceding sections, there are
also converter transformers and reactive power compensation equipment, including harmonic filters,
buildings, and auxiliaries.

Most high-voltage power electronic substations are air insulated, although some use combinations of
air and gas insulation. Typically, passive harmonic filters and reactive power compensation equipment
are air insulated and outdoors, while power electronic equipment (converter valves, FACTS controllers),
control and protection electronics, active filters, and most communication and auxiliary systems are air
insulated, but indoors.

Basic community considerations, grounding, lightning protection, seismic protection, and general fire
protection requirements apply as with other substations. In addition, high-voltage power electronic
substations may emit electric and acoustic noise and therefore require special shielding. Extra fire
protection is applied as a special precaution because of the high power density in the electronic circuits,
although the individual components of today are mostly nonflammable and the materials used for
insulation or barriers within the power electronic equipment are flame retardant.
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FIGURE 5.1 Schematic diagram of an HVDC back-to-back converter station, rated 600 NW.

International technical societies like IEEE, IEC, and CIGRE continue to develop technical standards,
disseminate information, maintain statistics, and facilitate the exchange of know-how in this high-tech
power engineering field. Within the IEEE, the group that deals with high-voltage power electronic
substations is the IEEE Power Engineering Society (PES) Substations Committee, High Voltage Power
Blectronics Stations Subcommittee. On the Internet, it can be reached through the IEEE site (www.ieee.org).

5.1 Converter Stations (HVDC)

Power converters make possible the exchange of power between systems with different constant or variable
frequencies. The most common converter stations are ac-dc converters for high-voltage direct current
(HVDC) transmission. HVDC offers frequency- and phase-independent short- or long-distance overhead
or underground bulk power transmission with fast controllability. Two basic types of HVDC converter
stations exist: back-to-back ac-dc-ac converter stations and long-distance dc transmission terminal sta-
tions.

Back-to-back converters are used to transmit power between nonsynchronous ac systems. Such con-
nections exist, for example, between the western and eastern grids of North America, with the ERCOT
system of Texas, with the grid of Quebec, and between the 50-Hz and 60-Hz grids in South America and
Japan. With these back-to-back HVDC converters, the dc voltage and current ratings are chosen to yield
optimum converter costs. This aspect results in relatively low dc voltages, up to about 200 kV, at power
ratings up to several hundred megawatts. Figure 5.1 shows the schematic diagram of an HVDC back-to-
back converter station with a dc smoothing reactor and reactive power compensation elements (including
ac harmonic filters) on both ac buses. The term back-to-back indicates that rectifier (ac to dc) and inverter
(dc to ac) are located in the same station.

Long-distance dc transmission terminal stations terminate dc overhead lines or cables and link them
to ac buses and systems. Their converter voltages are governed by transmission efficiency considerations
and can exceed 1 million V (500 kV) with power ratings up to several thousands of megawatts. Typically,
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FIGURE 5.2 Schematic diagram of the Auchencrosh terminal station of the Scotland-Ireland HVDC cable trans-

mission.

in large HVDC terminals, the two poles of a bipolar system can be operated independently, so that in
case of component or equipment failures on one pole, power transmission with a part of the total rating
can still be maintained. Figure 5.2 shows the schematic diagram of one such bipolar HVDC sea cable
link with two 250-MW converter poles and 250-kV dc cables.

Most HVDC converters of today are line-commutated 12-pulse converters. Figure 5.3 shows a typical
12-pulse bridge circuit using delta and wye transformer windings, which eliminate some of the harmonics
typical for a 6-pulse Graetz bridge converter. The harmonic currents remaining are absorbed by ade-
quately designed ac harmonic filters that prevent these currents from entering the power systems. At the
same time, these ac filters meet most or all of the reactive power demand of the converters. Converter
stations connected to dc lines often need dc harmonic filters as well. Traditionally, passive filters have
been used, consisting of passive components like capacitors, reactors, and resistors. More recently, because
of their superior performance, active (electronic) ac and dc harmonic filters [1-5] — as a supplement
to passive filters — using IGBTs (insulated gate bipolar transistors) have been successfully implemented
in some HVDC projects. IGBTs have also led to the recent development of self-commutated converters,
also called voltage-sourced converters [6-8]. They do not need reactive power from the grid and require
less harmonic filtering.

The ac system or systems to which a converter station is connected significantly impact its design in
many ways. This is true for harmonic filters, reactive power compensation devices, fault duties, and
insulation coordination. Weak ac systems (i.e., with low short-circuit ratios) represent special challenges
for the design of HVDC converters [9]. Some stations include temporary overvoltage limiting devices
consisting of MOV (metal oxide varistors) arresters with forced cooling for permanent connection, or
using fast insertion switches [10].

HVDC systems, long-distance transmissions in particular, require extensive voltage insulation coor-
dination, which can not be limited to the converter stations themselves. It is necessary to consider the
configuration, parameters, and behavior of the ac grids on both sides of the HVDC, as well as the dc
line connecting the two stations. Internal insulation of equipment such as transformers and bushings
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FIGURE 5.3 Transformers and valves in a 12-pulse converter bridge.

must take voltage gradient distribution in solid and mixed dielectrics into account. The main insulation
of a converter transformer has to withstand combined ac and dc voltage stresses. Substation clearances
and creepage distances must be adequate. Standards for indoor and outdoor clearances and creepage
distances are being promulgated [11]. Direct-current electric fields are static in nature, thus enhancing
the pollution of exposed surfaces. This pollution, particularly in combination with water, can adversely
influence the voltage-withstand capability and voltage distribution of the insulating surfaces. [n converter
stations, therefore, it is often necessary to engage in adequate cleaning practices of the insulators and
bushings, to apply protective greases, and to protect them with booster sheds. Insulation problems with
extra-high-voltage dc bushings continue to be a matter of concern and study [12, 13].

A specific issue with long-distance dc transmission is the use of ground return. Used during contin-
gencies, ground (and sea) return can increase the economy and availability of HVDC transmission. The
necessary electrodes are usually located at some distance from the station, with a neutral line leading to
them. The related neutral bus, switching devices, and protection systems form part of the station.
Electrode design depends on the soil or water conditions {14, 15]. The National Electric Safety Code
(NESC) does not allow the use of earth as a permanent return conductor. Monopolar HVDC operation
in ground-return mode is permitted only under emergencies and for a limited time. Also environmental
issues are often raised in connection with HVDC submarine cables using sea water as a return path. This
has led to the recent concept of metallic return path provided by a separate low-voltage cable. The IEEE-
PES is working to introduce changes to the NESC to better meet the needs of HVDC transmission while
addressing potential side effects to other systems.

Mechanical switching devices on the dc side of a typical bipolar long-distance converter station
comprise metallic return transfer breakers (MRTB) and ground return transfer switches (GRTS). No true
dc breakers exist, and dc fault currents are best and most swiftly interrupted by the converters themselves.
MRTBs with limited dc current interrupting capability have been developed [16]. They include commu-
tation circuits, i.e., parallel reactor/capacitor (L/C) resonance circuits that create artificial current zeroes
across the breaker contacts. The conventional grid-connecting equipment in the ac switchyard of a
converter station is covered in the préceding sections. In addition, reactive power compensation and
harmonic filter equipment are connected to the ac buses of the converter station. Circuit breakers used
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FIGURE 5.4 A 200 MW HVDC back-to-back converter station at Sidney, Nebraska (photo courtesy of Siemens).

for switching these shunt capacitors and filters must be specially designed for capacitive switching. A
back-to-back converter station does not need any mechanical dc switching device.

Figure 5.4 through Figure 5.7 show photos of different converter stations. The back-to-back station
shown in Figure 5.4 is one of several asynchronous links between the western and eastern North American
power grids. The photo shows the control building (next to the communication tower), the valve hall
attached to it, the converter transformers on both sides, the ac flter circuits (near the centerline), and
the ac buses (at the outer left and right) with the major reactive power compensation and temporary
overvoltage (TOV) suppression equipment that was used in this low-short-circuit-ratio installation. The
valve groups shown in Figure 5.5 are arranged back to back, i.e., across the aisle in the same room.

Figure 5.6 shows the valve hall of a £500-kV long-distance transmission system, with valves suspended
from the ceiling for better seismic-withstand capability. The converter station shown in Figure 5.7 is the
south terminal of the Nelson River +500-kV HVDC transmission system in Manitoba, Canada. It consists
of two bipoles commissioned in stages from 1973 to 1985. The dc yard and line connections can be seen
on the left side of the picture, while the 230-kV ac yard with harmonic filters and converter transformers
is on the right side. In total, the station is rated at 3854 MW.

5.2 FACTS Controllers

The acronym FACTS stands for “flexible ac transmission systems.” These systems add some of the virtues
of dc, ie, phase independence and fast controllability, to ac transmission by means of electronic con-
trollers. Such controllers can be shunt or series connected or both. They represent variable reactances or
ac voltage sources. They can provide load flow control and, by virtue of their fast controllability, damping
of power swings or prevention of subsynchronous resonance (SSR).

Typical ratings of FACTS controllers range from about thirty to several hundred MVAr. Normally they
are integrated in ac substations. Like HVDC converters, they require controls, cooling systems, harmonic
filters, transformers, and related civil works.

Static VAr compensators (SVC) are the most common shunt-connected controllers. They are, in effect,
variable reactances. SVCs have been used successfully for many years, either for load (flicker) compen-
sation of large industrial loads (arc furnaces, for example) or for transmission compensation in utility
systems. Figure 5.8 shows a schematic one-line diagram of an SVC, with one thyristor-controlled reactor,
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FIGURE 5.5 600 MW HVDC back-to-back converter valves (photo courtesy of Siemens).

two thyristor-switched capacitors, and one harmonic filter. The thyristor controller and switches provide
fast control of the overall SVC reactance between its capacitive and inductive design limits. Due to the
network impedance, this capability translates into dynamic bus voltage control. As a consequence, the
SVC can improve transmission stability and increase power transmission limits across a given path.
Harmonic filter and capacitor banks, reactors (normally air core), step-down transformers, breakers and
disconnect switches on the high-voltage side, as well as heavy-duty buswork on the medium-voltage side
characterize most SVC stations. A building or an e-house with medium-voltage wall bushings contains
the power electronic (thyristor) controllers. The related cooler is usually located nearby.

A new type of controlled shunt compensator, a static compensator called STATCOM, uses voltage-
sourced converters with high-power gate-turn-off thyristors (GTO), or IGBT [17, 18]. Figure 5.9 shows
the related one-line diagram. STATCOM is the electronic equivalent of the classical (rotating) synchro-
nous condenser, and one application of STATCOM is the replacement of old synchronous condensers.
The need for high control speed and low maintenance can support this choice. Where the STATCOM's
lack of inertia is a problem, it can be overcome by a sufficiently large dc capacitor. STATCOM requires
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FIGURE 5.7 Dorsey terminal of the Nelson River HVDC transmission system (photo courtesy of Manitoba Hydro).

fewer harmonic filters and capacitors than an SVC, and no reactors at all. This makes the footprint of a
STATCOM station significantly more compact than that of the more conventional SVC.

Like the classical fixed series capacitors (SC), thyristor-controlled series capacitors (TCSC) [19, 20]
are normally located on insulated platforms, one per phase, at phase potential. Whereas the fixed SC
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FIGURE 5.8 One-line diagram of a Static VAr Compensator (SVC).
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FIGURE 5.9 One-line diagram of a voltage sourced Static Compensator {STATCOM).

compensates a fixed portion of the line inductance, TCSC’s effective capacitance and compensation level
can be varied statically and dynamically. The variability is accomplished by a thyristor-controlled reactor
connected in parallel with the main capacitor. This circuit and the related main protection and switching
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FIGURES5.10 Schematic diagram of one phase of the Serra da Mesa (Brazil) Thyristor-controlled Series Capacitor
(TCSC).

components are shown in Figure 5.10. The thyristors are located in weatherproof housings on the
platforms. Communication links exist between the platforms and ground. Liquid cooling is provided
through ground-to-platform pipes made of insulating material. Auxiliary platform power, where needed,
is extracted from the line current via current transformers (CTs). Like most conventional SCs, TCSCs
are typically integrated into existing substations. Upgrading an existing SC to TCSC is generally possible.
A new development in series compensation is the thyristor-protected series compensator (TPSC). The
circuit is basically the same as for TCSC, but without any controllable reactor and forced thyristor cooling.
The thyristors of a TPSC are used only as a bypass switch to protect the capacitors against overvoltage,
thereby avoiding large MOV arrester banks with relatively long cool-off intervals.

While SVC and STATCOM controllers are shunt devices, and TCSCs are series devices, the so-called
unified power flow controller (UPFC) is a combination of both [21]. Figure 5.11 shows the basic circuit.
The UPFC uses a shunt-connected transformer and a transformer with series-connected line windings,
both interconnected to a dc capacitor via related voltage-source-converter circuitry within the control
building. A more recent FACTS station project [22-24] involves similar shunt and series elements as the
UPFC, and this can be reconfigured to meet changing system requirements. This configuration is called
a convertible static compensator (CSC).

The ease with which FACTS stations can be reconfigured or even relocated is an important factor and
can influence the substation design [25, 26]. Changes in generation and load patterns can make such
flexibility desirable. »

Figure 5.12 through Figure 5.17 show photos of FACTS substations. Figure 5.12 shows a 500-kV ac
feeder (on the left side), the transformers (three single-phase units plus one spare), the medium-voliage
bus, and three thyristor-switched capacitor (TSC) banks, as well as the building that houses the thyristor
switches and controls.

The SVC shown in Figure 5.13 is connected to the 420-kV Norwegian ac grid southwest of Oslo. It
uses thyristor-controlled reactors (TCR) and TSCs, two each, which are visible together with the 9.3-kV
high-current buswork on the right side of the building.

Figure 5.14 and Figure 5.15 show photos of two 500-kV TCSC installations in the U.S. and Brazil,
respectively. In both, the platform-mounted valve housings are clearly visible. Slatt (U.S.) has six equal
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FIGURE5.11 One-line diagram of a Unified Power Flow Controller (UPFC).

FIGURE 5.12 500 kV, 400 MVAr SVC at Adelanto, California (photo courtesy of Siemens).

TCSC modules per phase, with two valves combined in each of the three housings per bank. At Serra da
Mesa (Brazil), each platform has one single valve housing.

Figure 5.16 shows an SVC being relocated. The controls and valves are in containerlike housings, which
allow for faster relocation. Figure 5.17 shows the world’s first UPFC, connected to AEP’s Inez substation
in eastern Kentucky. The main components are identified and clearly recognizable. Figure 5.18 depicts a
CSC system at the 345-kV Marcy substation in New York state.

5.3 Control and Protection System

Today’s state-of-the-art HVDC and FACTS controls —' fully digitized and processor-based — allow
steady-state, quasi steady-state, dynamic, and transient control actions and provide important equipment
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FIGURE 5.14 Aerial view of BPA’s Slatt, Oregon, 500kV TCSC (photo courtesy of GE).

and system protection functions. Fault monitoring and sequence-of-event recording devices are used in
most power electronics stations. Typically, these stations are remotely controlled and offer full local
controllability as well. Man-machine interfaces are highly computerized, with extensive supervision and
control via monitor and keyboard. All of these functions exist in addition to the basic substation secondary
systems described in Chapters 6 and 7.

HVDC control and protection algorithms are usually rather complex. Real power, reactive power, ac
bus frequency and voltage, startup and shutdown sequences, contingency and fault-recovery sequences,
remedial action schemes, modulation schemes for system oscillation and SSR damping, and loss of
communication are some of the significant control parameters and conditions. Fast dynamic performance
is standard. Special voltage vs. current (v/i) control characteristics are used for converters in multiterminal
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FIGURE 5.16 Static Var Compensator is relocated where the system needs it (photo courtesy of ALSTOM T&D
Power Electronic Systems).

HVDC systems to allow safe operation even under loss of interstation communication. Furthermore,
HVDC controls provide equipment and system protection, including thyristor overcurrent, thyristor
overheating, and dc line fault protection. Control and protection reliability are enhanced through redun-
dant and fault-tolerant design. HVDC stations can often be operated from different control centers.
Figure 5.19 illustrates the basic control levels and hierarchy used in one terminal of a bipolar HVDC
long-distance transmission scheme. Valve control at process level is based on phase-angle control, i.e.,
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FIGURE 5.17 UPFC at Inez substation (photo courtesy of American Electric Power).

FIGURE 5.18 Convertible Static Compensator (CSC) at NYPA’s 345kV Marcy, New York substation (photo courtesy
of New York Power Authority).

gating of thyristors (or other semiconductors) precisely timed with respect to the related ac phase voltages.
The phase angles determine the converter dc voltages and, per Ohm’s law, dc currents and load flow.

Figure 5.20 shows the local control interface of a back-to-back HVDC converter station used for power
transmission between nonsynchronous grids. Figure 5.21 shows a photo taken during the functional
testing of the control and protection hardware against a real-time simulator for a major long-distance
HVDC scheme. Figure 5.22 shows a typical control monitor screen layout displaying a bipolar HVDC
system overview.
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FIGURE 5.19 HVDC control hierarchy, one station.

FIGURE 5.20 Local control desk of a 600 MW back-to-back converter station (photo courtesy of Siemens).

The protection zones of one pole of an HVDC converter station are shown in Figure 5.23. Each
protection zone is covered by at least two independent protective units — the primary protective unit
and the secondary (backup) protective unit. Protection systems are separated from the control software
and hardware. Some control actions are initiated by the protection scheme via signals to the control

system.

The control and protection schemes of FACTS stations are tailored to the related circuits and tasks.
Industrial SVCs have open-loop, direct, load-compensation control. In transmission systems, FACTS
controllers are designed to provide closed-loop steady-state and dynamic control of reactive power and
bus voltage, as well as some degree of load flow control, with modulation loops for stability and SSR
mitigation. In addition, the controls include equipment and system protection functions.

With SVC and TCSC, the phase-angle control determines the effective shunt and series reactance,
respectively. This fast reactance control, in turn, has the steady-state and dynamic effects listed above.
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FIGURE5.21 Controls for a +500 kV, 1800MW HVDC; function test (photo courtesy of Siemens).
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FIGURE 5.22 Operator workstation, typical screen layout for a bipolar HVDC system overview,

STATCOM control is phase-angle-based inverter ac voltage output control. The ac output is essentially
in phase with the system voltage. The amplitude determines whether the STATCOM acts in a capacitive
or inductive mode.

Most controllers included here have the potential to provide power system damping, i.e., to improve
system stability. By the same token, if not properly designed, they may add to or even create system
undamping, especially subsynchronous resonance (SSR). It is imperative to include proper attention to
SSR in the control design and functional testing of power electronic stations, especially in the vicinity of
existing or planned turbogenerators.

Principally, the control and protection systerns described above comprise the following distinctive
hardware and software subsystems:

° Valve firing and monitoring circuits
* Main (closed-loop) control

* Open-loop control (sequences, interlocks, etc.)
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FIGURE 5.23 HVDC converter station protection zones (one pole).
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5.4 Losses and Cooling

Valve losses in high-voltage power electronic substations are comparable in magnitude to those of the
associated transformers. Typical HVDC converter efficiency exceeds 99%. This means that the losses in
each terminal of a 1000-MW long-distance transmission system can approach 10 MW. Those of a 200-
MW back-to-back station (both conversions ac-dc-ac in the same station) can be approximately 4 MW.
The valves’ share would be about 5 MW and 2 MW, respectively. Deionized water circulated in a closed
loop is generally used as primary valve coolant. Various types of dry or evaporative secondary coolers
dissipate the heat, usually into the surrounding air.

As opposed to the relatively broad distribution of losses in transformers, power electronic valve
equipment includes areas of extreme loss density. Almost all losses occur in semiconductor wafers and
snubber resistors. This loss density and the location of the converter valves inside a building make special
cooling techniques necessary.

Standard procedures to determine and evaluate high-voltage power electronic substation losses, HVDC
converter station losses in particular, have been developed [27].

5.5 Civil Works

High-voltage power electronic substations are special because of the valve rooms and buildings required
for converters and controls, respectively. Insulation clearance requirements can lead to very large valve
rooms (halls). The valves are connected to the yard through wall bushings. Converter transformers are
often placed adjacent to the valve building, with the valve-side bushings penetrating through the walls
in order to save space.
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The valves require controlled air temperature, humidity, and cleanness inside the valve room, Although
the major part of the valve losses is handled by the valve cooling system, a fraction of the same is dissipated
into the valve room and adds to its air-conditioning or ventilation load. The periodic fast switching of
electronic converter and controller valves causes a wide spectrum of harmonic currents and elect‘romag—
netic fields, as well as significant audible noise. Therefore, valve rooms are usually shielded électrically
with wire mesh in walls and windows. Electric interference with radio, TV, and communication systems
can usually be controlled with power-line carrier filters and harmonic filters.

Sources of audible noise in a converter station include the transformers, capacitors, reactors, and
coolers. To comply with the contractually specified audible noise limits within the building (e.g., in the
control room) and outdoors (in the yard, at the substation fence), low-noise equipment, noise-damping
walls, barriers, and special arrangement of equipment in the yard may be necessary. The theory of audible
noise propagation is well understood [28], and analytical tools for audible noise design are available [29].
Specified noise limits can thus be met, but doing so may have an impact on total station layout and cost.
Of course, national and local building codes also apply. In addition to the actual valve room and control
building, power electronic substations typically include rooms for coolant pumps and water treatment,
for auxiliary power distribution systems, air conditioning systems, battery rooms, and communication
rooms.

Extreme electric power flow densities in the valves create a certain risk of fire. Valve fires with more
or less severe consequences have occurred in the past [30]. Improved designs as well as the exclusive use
of flame-retardant materials in the valve, coordinated with special fire detection and protection devices,
reduce this risk to a minimum [31]. The converter transformers have fire walls in between and dedijcated
sprinkler systems around them as effective fire-fighting equipment.

Many high-voltage power electronic stations have spare transformers to minimize interruption times
following a transformer failure. This leads to specific arrangements and bus configurations or extended
concrete foundations and rail systems in some HVDC converter stations.

Some HVDC schemes use outdoor valves with individual housings. They avoid the cost of large valve
buildings at the expense of a more complicated valve maintenance. TCSC stations also have similar valve
housings on insulated platforms together with the capacitor banks and other equipment.

5.6 Reliability and Availability

Power electronic systems in substations have reached levels of reliability and availability comparable with
the balance of substation components. System availability is influenced by forced outages due to com-
ponent failures and by scheduled outages for preventive maintenance or other purposes. By means of
built-in redundancy, detailed monitoring, self-supervision of the systems, segmentation and automatic
switch-over strategies, together with consistent quality control and a prudent operation and maintenance
philosophy, almost any level of availability is achievable. The stations are usually designed for unmanned
operation. The different subsystems are subjected to an automatic internal control routine, which logs
and evaluates any deviations or abnormalities and relays them to remote control centers for eventual
actions if necessary. Any guaranteed level of availability is based on built-in redundancies in key subsystem
components. With redundant thyristors in the valves, spare converter transformers at each station, a
completely redundant control and protection system, available spare parts for other important sub-
Systems, maintenance equipment, and trained maintenance personnel at hand, an overall availability level as
high as 99% can be attained, and the average number of annual forced outages can be kept below five.

The outage time for preventive maintenance of the substation depends mainly on a utility’s practices
and philosophy. Most of the substation equipment, including control and protection, can be overhauled
in coordination with the valve maintenance, so that no additional interruption of service is necessary.
Merely a week annually is needed per converter station of an HVDC link.

Because of their enormous significance in the high-voltage power transmission field, HVDC converters
enjoy the highest level of scrutiny, systematic monitoring, and standardized international reporting of



5-18 Electric Power Substations Engineering

reliability design and performance. CIGRE has developed a reporting system [32] and publishes biannual
HVDC station reliability reports [33]. At least one publication discusse$ the importance of substation
operation and maintenance practices on actual reliability [34]. The IEEE has issued a guide for HVDC
converter reliability [35]. Other high-voltage power electronic technologies have benefited from these
efforts as well. Reliability, availability, and maintainability (RAM) have become frequent terms used in
major high-voltage power electronic substation specifications [36] and contracts.

High-voltage power electronic systems warrant detailed specifications to assure successful implemen-
tation. In addition to applicable industry and owner standards for conventional substations and equip-
ment, many specific conditions and requirements need to be defined for high-voltage power electronic
substations. To facilitate the introduction of advanced power electronic technologies in substations, the
[EEE and [EC have developed and continue to develop applicable standard specifications [37, 38].

Operation and maintenance training are important for the success of high-voltage power electronic
substation projects. A substantial part of this training is best performed on site during commissioning.
The [EEE and other organizations have, to a large degree, standardized high-voltage power electronic
component and substation testing and commissioning procedures [39-41]. Real-time digital system
simulators have become a major tool for the off-site function tests of all controls, thus reducing the
amount of actual on-site testing. Nonetheless, staged fault tests are still performed with power electronic
substations including, for example, with the Kayenta TCSC [42].

5.7 Future Trends

For interconnecting asynchronous ac networks and for transmission of bulk energy over long distances,
HVDC systems remain economically, technically, and environmentally the preferred solution at least in
the near future. One can expect continued growth of power electronics applications in transmission
systems. Innovations such as the voltage-sourced converter [43] or the capacitor-commutated converter
[44], active filters, outdoor valves [45], or the transformerless converter [46] may reduce the complexity
and size of HVDC converter stations [47]. Voltage-sourced converter technology combined with innovative
de cables may make converter stations economically viable also at lower power levels (up to 300 MW).

New and more economical FACTS technologies may be introduced. Self-commutated converters and
active filters will change the footprint of high-voltage power electronic substations. STATCOMs may
eventually replace rotating synchronous condensers. TCSCs or UPFCs may replace phase-shifting trans-
formers to some degree. New developments such as electronic transformer tap changers, semiconductor
breakers, electronic fault-current limiters and arresters may even affect the “conventional” parts of the
substation. As a result, the high-voltage power electronic substations of the future will be more common,
more effective, more compact, easier to relocate, and found in a wider variety of settings.
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6.1 Introduction

An electric utility substation automation (SA) system depends on the interface between the substation
and its associated equipment to provide and maintain the high level of confidence demanded for power
system operation. It must also serve the needs of other corporate users to a level that justifies its existence.
This chapter describes typical functions provided in utility SA systems and some important considerations
in the interface between substation equipment and the automation system components.

'Material in this chapter was published previously in Evans, J.W., Considerations in applying automation systems
to electric utility substations, in The Electric Power Engineering Handbook, Grigsby, L.L., Ed., CRC Press, Boca Raton,
FL, 2001, chap. 5.5.
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FIGURE 6.1 Power-station SA system functional diagram.

6.2 Physical Considerations

6.2.1 Components of a Substation Automation System
The electric utility SA system uses a variety of devices integrated into a functional package by a communi-
cations technology for the purpose of monitoring and controlling the substation. SA systems incorporate
microprocessor-based intelligent electronic devices (IEDs), which provide inputs and outputs to the
system. Common [EDs are protective relays, load survey and operator indicating meters, revenue meters,
programmable logic controllers (PLC), and power equipment controllers of various descriptions. Other
devices may also be present, dedicated to specific functions within the SA system. These may include
transducers, position monitors, and clusters of interposing relays. Dedicated devices may use a controller
(SA controller) or interface equipment such as a conventional remote terminal unit as a means of
integration into the SA system. The SA system typically has one or more communications connections
to the outside world. Common communications connections include utility operations centers, mainte-
nance offices, and engineering centers. Most SA systems connect o a traditional SCADA (supervisory
control and data acquisition) system master station serving the real-time needs for operating the utility
network from an operations center. SA systems may also incorporate a variation of the SCADA remote
terminal unit (RTU) for this purpose, or the RTU function may appear in an SA controller or host
computer. Communications for other utility users is usually through a bridge, gateway, or network
processor. The components described here are illustrated in Figure 6.1.

6.2.2 Locating the Interface Equipment

The SA system interfaces to control station equipment through interposing relays and to measuring
circuits through meters, protective relays, transducers, and other measuring devices as indicated in
Figure 6.1. These interfaces may be associated with, and integral to, an [ED, or they may be dedicated
interface devices for a specific automation purpose. The interfaces may be distributed throughout the
station or centralized within one or two cabinets. Available panel space, layout of station control centers,
as well as engineering and economic judgment are major factors in selecting a design.
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The centralized interface simplifies installing an SA system in an existing substation, since the place-
ment of the interface eqﬁipment affects only one or two panels (the new SA controller and interface
equipment panels). However, the cabling from each controlled and monitored equipment panel must
meet station panel wiring standards for insulation, separations, conductor sizing, and interconnection
termination. Centralizing the SA system/station equipment interface has the potential to adversely affect
the security of the station, as many control and instrument transformer circuits become concentrated in
a single panel or cabinet and can be seriously compromised by fire and invite human error. This practice
has been widely used for installing earlier SCADA systems, where all the interfaces centered around the
SCADA remote terminal unit.

Placing the interface equipment on each monitored or controlled panel is much [ess compromising,
but may be more costly and difficult to design. Each interface placement must be individually located,
and more panels are affected. If a low-energy interface (less than 50 V) is used, a substantial savings in
cable cost may be realized, since interconnections between the SA controller and the interface devices
can be made with less expensive cable and hardware. Low-energy interconnections also lessen the impact
on the cabling system of the substation, reducing the need for additional cable trays, wireways, and ducts.

The distributed approach is more logical when the SA system incorporates protective-relay [EDs, panel-
mounted indicating meters, or control-function PLCs. Protection engineers usually insist on separating
protection devices into logical groups based on substation configuration for security. Similar concerns
often dictate the placement of indicating meters and PLCs. Many utilities have abandoned the operator
“bench board” in substations, thereby distributing the operator control and indication hardware through-
out the substation. The interface to the SA system becomes that of the IED on the substation side and
a communications channel on the SA side. Depending on the communications capability of the [EDs,
the SA interface can be as simple as a shielded, twisted-pair cable routed between [EDs and the SA
controllers. The communications interface can also be complex where short-haul R§-232 connections to
a communications controller are required. These pathways can also utilize optical-fiber systems and
unshielded twisted-pair (UTP) ethernet cabling or even coaxial cable or some combination thereof.

As the cabling distances within the substation increase, system installation costs increase, particularly
if additional cable trays, conduit, or ducts are required. Using SA communication technology and IEDs
can reduce interconnection costs. Distributing multiple small SA hubs throughout the substation can
reduce cabling to that needed for a communications link to the SA controller. Likewise, these hubs can
be isolated using fiber-optic technology for improved security and reliability.

6.2.3 Environment

The environment of a substation is challenging for SA equipment. Substation control buildings are seldom
heated or air-conditioned. Ambient temperatures can range from well below freezing to above 100°F
(40°C). Metal-clad switchgear substations can reach ambient temperatures in excess of 140°F (50°C).
Temperature changes stress the stability of measuring components in [EDs, RTUs, and transducers. Good
temperature stability is important in SA system equipment and must be defined in the equipment
purchase specifications. Designers of SA systems for substations need to pay careful attention to the
temperature specifications of the equipment selected for SA. In many environments, self-contained
heating or air conditioning may be advisable.

When equipment is installed in outdoor enclosures, the temperature cycling problem is aggravated, and
moisture from precipitation leakage and from condensation becomes troublesome. Outdoor enclosures
usually need heaters to control the temperature and prevent condensation. The placement of heaters should
be reviewed carefully when designing an enclosure, as they can aggravate temperature stability and even
create hot spots within the cabinet that can damage components and shorten life span. Heaters near the
power batteries help improve low-temperature performance but adversely effects life span at high ambient
temperatures. Obviously, keeping incident precipitation out of the enclosure is very important. Drip shields
and gutters around the door seals will reduce moisture penetration. Venting the cabinet helps limit the possible
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buildup of explosive gases from battery charging but may pose a problem with the admittance of moisture.
Solar-radiation shields may also be required to keep enclosure temperature manageable. Specifications that
identify the need for wide temperature-range components, coated circuit boards, and corrosion-resistant
hardware are part of specifying and selecting SA equipment for outdoor installation.

Environmental factors also include airborne contamination from dust, dirt, and corrosive atmospheres
found at some sites. Special noncorrosive cabinets and air filters may be required for protection against
the elements. [t is also necessary to keep insects and wildlife out of equipment cabinets. In some regions
seismic requirements are important enough to receive special consideration.

6.2.4 Electrical Environment

The electrical environment of a substation is severe. High levels of electrical noise and transients are
generated by the operation of power equipment and their controls. Operation of high-voltage disconnect
switches can generate transients that appear throughout the station on current, potential, and control
wiring entering or leaving the switchyard. Station controls for circuit breakers, capacitors, and tap
changers can also generate transients found throughout the station on battery-power and station-service
wiring. EHV stations also have high electrostatic field intensities that couple to station wiring. Finally,
ground rise during faults or switching can damage electronic equipment in stations.

Effective grounding is critical to controlling the effects of substation electrical noise on electronic
devices. IEDs need a solid ground system to make their internal suppression effective. Ground systems
should be radial, with signal and protective grounds separated. They require large conductors for “surge”
grounds, making ground leads as short as possible, and establishing a single ground point for logical
groupings of equipment. These measures help to suppress the introduction of noise and transients into
measuring circuits. A discussion of this topic is usually found in the IED manufacturer’s instruction
book, and their advice should be heeded.

The effects of electrical noise can be controlled with surge suppression, shielded and twisted-pair cabling,
as well as careful cable separation practices. However, suppressing surges with capacitors, metal oxide varistors
(MOV), and semiconducting overvoltage “transorbs” on substation instrument transformer and control
wiring can protect IEDs. They can create reliability problems as well. Surge suppressors must have sufficient
energy-absorbing capacity and be coordinated so that all suppressors clamp around the same voltage. Oth-
erwise, the lowest-dissipation, lowest-voltage suppressor will become sacrificial. Multiple failures of transient
suppressors can short-circuit important station signals to ground, leading to blown potential fuses, shorted
current transformers (CT), shorted control wiring, and even false tripping.

While every installation has a unique noise environment, some testing can help prevent noise problems
from becoming unmanageable. [EEE Surge Withstand Capability Test C37.90-1992 addresses the tran-
sients generated by the operation of high-voltage disconnect switches and electromechanical control
devices. This test can be applied to devices in a laboratory or on the factory floor, and it should be
included when specifying station interface equipment. Insulation resistance and high-potential tests are
also sometimes useful and are standard requirements for substation devices for many utilities.

6.3 Analog Data Acquisition

6.3.1 Measurements

Electric utility SA systems gather power system performance parameters (i.e., volts, amperes, watts, and
VArs) for system generators, transmission lines, transformer banks, station buses, and distribution feed-
ers. Energy output and usage quantities (i.e., kilowatt-hours and kiloVAr-hours) are also important for
the exchange of financial transactions. Other quantities such as transformer temperatures, insulating gas
pressures, fuel tank levels for on-site generation, or head level for hydro generation might also be
measured and transmitted as analog values. Often, transformer tap positions, regulator positions, or
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FIGURE 6.2 SA system measuring interface.

other muitiple position quantities are also transmitted as if they were analog values. These values enter
the SA system through IEDs, transducers, and sensors.

Transducers and IEDs measure electrical quantities (watts, VArs, volts, amps) with instrument trans-
formers provided in power equipment, as shown in Figure 6.2. They convert instrument transformer
outputs to digital values or dc voltages or currents that can be readily accepted by a traditional SCADA
RTU or SA controller.

Analog values can also be collected by the SA system from substation meters, protective relays, revenue
meters, and recloser controls as IEDs. Functionally the process is equivalent, but the IEDs perform signal
processing and digital conversion directly as part of their primary function. IEDs use a communications
channel for passing data to the SA controller instead of conventional analog signals.

6.3.2 Performance Requirements

In the initial planning stages of an SA system, the economic value of the data to be acquired needs to be
weighed against the cost to measure it. A balance must be struck to achieve the data quality required to
suit the users and functions of the system. This affects the conceptual design of the measuring interface
and provides input to the performance specifications for [EDs and transducers as well as the measuring
practices applied. This step is important. Specifying a higher performance measuring system than required
raises the overall system cost. Conversely, constructing a low-performance system-adds costs when the
measuring system must be upgraded. The tendency to select specific IEDs for the measuring system
without assessing the actual measuring technology can lead to disappointing performance.

The electrical relationship between measurements and the placement of available instrument trans-
former sources deserves careful attention to insure satistactory performance. Many design compromises
must be made when installing SA monitoring in an existing power station because of the limited
availability of measuring sources. This is especially true when using protective relays as load-monitoring
data sources (IEDs). Protection engineers often ignore current omissions or contributions at a measuring
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point, as they may not affect the performance of protection during faults. These variances are often
intolerable for power flow measurements. The placement of a measuring source can also result in
measurements that include or exclude reactive contributions of a series or shunt reactor or capacitor;
measurements that include reactive component contributions of a transformer bank; or measurements
that are affected when a section breaker is open because the potential source is on an adjacent bus. Power
system charging current and unbalances also influence measurement accuracy, especially at low load
levels. The compromises are endless, and each produces an unusual operating condition in some state.
When deficiencies are recognized, the changes to correct them can be very costly, especially if instrument
transformers must be installed, moved, or replaced to correct the problem.

The overall accuracy of measured quantities is affected by a number of factors. These include instru-
ment transformer errors, [ED or transducer performance, and analog to digital (A/D) conversion. Accu-
racy is not predictable based solely on the IED, transducer, or A/D converter specifications. Significant
measuring errors often result from instrument transformer performance and errors induced in scaling.

Revenue metering accuracy is usually required for monitoring power system interconnections and
feeding economic-area-interchange dispatch systems. High accuracy, revenue-metering-grade instrument
transformers and 0.25%-accuracy-class [EDs or transducers can produce consistent real power measure-
ments with accuracy of 1% or better at 0.5 to 1.0 power factor, and reactive power measurements with
accuracy of 1% or better at 0 to 0.5 power factors.

When an SA system provides information for internal telemetering of power flow, revenue-grade
instrument transformers are not usually available. SA IEDs and transducers must often share less accurate
instrument transformers provided for protective relaying or load monitoring. Overall accuracy under
these conditions can easily decrease to 2 to 3% for real power, voltage, and current measurements and

5% or greater for reactive power.

6.3.3 Instrument Transformers

6.3.3.1 Current Transformers

Current transformers (CTs) of all sizes and types find their way into substations to provide the current
replicas for metering, controls, and protective relaying. Some will perform well for SA applications, and
some may be marginal. CT performance is characterized by ratio correction factor (turns ratio error),
saturation voltage, phase-angle error, and rated burden. Bushing CTs installed in power equipment, as
shown in Figure 6.3, are the most common type found in medium- and high-voltage power equipment.
They are toroidal, having a single primary turn (the power conductor) that passes through their center.
The current transformation ratio results from the number of turns wound on the core to make up the
secondary. More than one ratio is often provided by tapping the secondary winding at multiple turn
ratios. The core cross-sectional area, diameter, and magnetic properties determine the CT’s performance.
As the CT is operated over its current ranges, its deviations from specified turns ratio is characterized
by its ratio-correction curve, sometimes provided by the manufacturer. At low currents, the exciting
current causes ratio errors that are predominant until sufficient primary flux overcomes the effects of
core magnetizing. Thus, watt or VAr measurements made at very low load may be substantially in ervor
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both from ratio error and phase-shift. Exciting-current errors are a function of individual CT construction.
They are generally higher for protection CTs than metering CTs by design.

Metering CTs are designed with core cross sections chosen to minimize exciting-current effects and
are allowed to saturate at fault currents. Larger cores are provided for protection CTs where high-current
saturation must be avoided for the CT to faithfully reproduce high currents for fault sensing. The exciting
current of the larger core at low load is not considered important for protection. Core-size and magnetic
properties limit the ability of CTs to develop voltage to drive secondary current through the circuit load
impedance (burden). This is an important consideration when adding SA [EDs or transducers to existing
metering CT circuits, as added burden can affect accuracy. The added burden of SA devices is less likely
to create metering problems with protection CTs at load levels, but it could have undesirable effects on
protective relaying at fault levels. In either case, CT burdens are an important consideration in the design.
Experience with both protection and metering CTs wound on modern high-silicon steel cores has shown,
however, that both perform comparably once the operating current sufficiently exceeds the exciting
current if secondary burden is kept low.

Occasions arise where it is necessary to obtain current from more than one source by summing currents
with auxiliary CTs. This will perform satisfactorily only if the auxiliaries used are adequate. If the core
size is too small to drive the added circuit burden, the auxiliaries will introduce excessive ratio and phase-
angle errors that will degrade measurement accuracy. The use of auxiliary transformers must be

approached with caution.

6.3.3.2 Potential Sources

The most common potential sources for power system measurements are either wound transformers
(potential transformers) or capacitive divider devices (capacitor voltage transformers or bushing potential
devices). Some new applications of resistor dividers and magneto-optic technologies are also becoming
available. All provide scaled replicas of their high-voltage potential. They are characterized by their ratio,
load capability, and phase-angle response. Wound potential transformers (PTs) provide the best perfor-
mance with ratio and phase-angle errors suitable for revenue measurements. Even protection-type poten-
tial transformers can provide revenue-metering performance if the burden is carefully controlled. PTs
are usually capable of supplying large potential circuit loads without degradation, provided their sec-
ondary wiring is of adequate size. For substation automation purposes, PTs are unatfected by changes
in load or temperature. They are the preferred source for measuring potential.

Capacitor voltage transformers (CVTs) use a series stack of capacitors, connected as a divider to ground,
along with a low-voltage transformer to obtain a secondary voltage replica. They are less expensive than
wound transformers and can approximate wound transformer performance under controlled conditions.
While revenue-grade CV'Ts are available, CVTs are less stable and less accurate than wound PTs. Older
CVTs may be totally unsatisfactory. Secondary load and ambient temperature can affect CVTs. CVTs
must be individually calibrated in the field to bring their ratio errors within 1%, and must be recalibrated
whenever the load is changed. Older CVTs can change ratio up to £5% with ambient temperature
variation. In all, CVT5 are a reluctant choice for measuring SA systems. When CVTs are the only choice,
consideration should be given to using the more modern devices for better performance along with a
periodic calibration program to maintain their performance at satisfactory levels.

Bushing capacitor potential devices (BCPD) use a tap made in the capacitive grading of a high-voltage
bushing to provide the potential replica. They can supply only very limited secondary load and are very
load sensitive. They can also be very temperature sensitive. As with CVTs, if BCPDs are the only choice,
they should be individually calibrated and periodically checked.

6.3.4 Transducers

Transducers measure power system parameters by sampling instrument transformer secondaries. They
provide a scaled, low-energy signal that represents a power system quantity that the SA interface controller
can easily accept. Transducers also isolate and buffer the SA interface controller from the power system
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and substation environments. Transducer outputs are dc voltages or currents in the range of a few tens
of volts or milliamperes. ‘ :

Transducers measuring power system electrical quantities are designed to be compatible with instru-
ment transformer outputs. Potential inputs are based around 120 or 115 Vac, and current inputs accept
0 to 5 A. Many transducers can operate at levels above their normal ranges with little degradation in
accuracy provided their output limits are not exceeded. Transducer input circuits share the same instru-
ment transformers as the station metering and protection systems; thus, they must conform to the same
wiring standards as any switchboard component. Wiring standards for current and potential circuits vary
between utilities, but generally 600-V-class wiring is required, and no. 12 AWG or larger wire is used.
Special termination standards also apply in many utilities. Test switches for “in-service” testing of trans-
ducers are often provided to make it possible to test transducers without shutting down the monitored
equipment. Transducers may also require an external power source to operate. When this is the case, the
reliability of this source is crucial in maintaining data flow.

Transducer outputs are voltage or current sources specified to supply a rated voltage or current into
a specific load. For example, full output may correspond to 10 V at up to 1.0 mA or 1.0 mA into 10 kQ,
up to 10 V maximum. Some over-range capability is provided in transducers so long as the maximum
current or voltage capability is not exceeded. The over-range can vary from 20 to 100%, depending on
the transducer. However, accuracy is usually not specified for the over-range area.

Transducer outputs are usually wired with shielded, twisted-pair cable to minimize stray signal pickup.
In practice, no. 18 AWG conductors or smaller are satisfactory, but individual utility practices differ. It
is common to allow transducer output circuits to remain isolated from ground to reduce the susceptibility
to transient damage, although some SA controller suppliers provide a common ground for all analogs,
often to accommodate electronic multiplexers. Some transducers may also have a ground reference
associated with their outputs. Double grounds, where transducer and controller both have ground
references, can cause major reliability problems. Practices also differ somewhat on shield grounding, with
some shields grounded at both ends, but it is also common practice to ground shields at the SA controller
end only. When these signals must cross a switchyard, however, it is a good practice to not only provide
the shielded twisted pairs, but it also to provide a heavy-gauge overall cable shield. This shield should
be grounded where it leaves a station control house to enter a switchyard and where it reenters another
control house. These grounds are terminated to the station ground mass, and not to the SA analog
grounds bus.

6.3.5 Scaling of Analog Values

In an SA system, the transition of power system measurements to database values or displays is a process
that entails several steps of scaling, each with its own dynamic range. Power system parameters are first
scaled by current and potential transformers, then by IEDs or transducers. In the process, an analog-to-
digital conversion occurs as well. Each of these steps has its own proportionality constant that, when
combined, relates the digital coding of the data value to the primary quantities. At the data receiver or
master station, these are operated on by one or more constants to convert the data to user-acceptable
values for databases and displays.

SA system measuring performance can be severely affected by data value scaling. Optimally, under
normal power system conditions, each [ED or transducer should be operating in its most linear range
and utilize as much A/D conversion range as possible. Scaling should take into account the minimum,
normal, and maximum values for the quantity, even under abnormal or emergency loading conditions.
Optimum scaling balances the expected value at maximum, the current and potential transformer ratios,
the IED or transducer range, and the A/D range to utilize as much of the IED or transducer output and
A/D range as possible under normal power system conditions without driving the conversion over its
full scale at maximum value. This practice minimizes the quantizing error of the A/D conversion process
and provides the best quantity resolution.
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Conversely, scaling some [EDs locally makes their data difficult to use in an SA system. A solution to
this problem is to set the [ED scaling to unity and apply all the scale factors at the data receivers. Under
the practical restraints imposed when applying SA to an existing substation, scaling can be expected to
be compromised by available instrument transformer ratios and A/D or [ED scaling provisions. A
reasonable selection of scale factor and range would provide half output or more under normal conditions
but not exceed 90% of full range under maximum load. ‘

6.3.6 Intelligent Electronic Devices (IED) as Analog Data Sources

Technological advancements have made it practical to use electronic substation meters, protective relays,
and even reclosers and regulators as sources of analog data. [ED measurements are converted directly to
digital form and passed to the SA system via a communications channel while the IED performs its
primary function. In order to use [EDs effectively, it is necessary to assure that the performance charac-
teristics of the IED fit the requirements of the system. Some IEDs designed for protection functions,
where they must accurately measure fault currents, do not measure low load accurately. Others, where
measuring is part of a control function, may lack overload capability or have insufficient resolution.
Sampling rates and averaging techniques will affect the quality of data and should be evaluated as part
of the system product selection process. With reclosers and regulators, the measuring CTs and PT are
often contained within the equipment. They may not be accurate enough to meet the measuring standards
set for the SA system. Regulators may only have a single-phase CT and PT. These issues challenge the
SA system integrator to deliver a quality system.

The [ED communications channel becomes an important data highway and needs attention to security,
reliability, and most of all, throughput. A communications interface is needed in the SA system (o retrieve
and convert the data to meet the requirement of the master or data receiver.

6.3.7 Integrated Analog Quantities — Pulse Accumulators (PA)

Some power system quantities of interest are energy-transfer values derived from integrating instanta-
neous values over an arbitrary time period, usually 15-min values for one hour. The most common of
these is watt-hours, although VAr-hours and amp-squared-hours are not uncommon. They are usually
associated with energy interchange over interconnecting tie lines, generator output, at the boundary
between a transmission provider and distribution utility, or the load of major customers. In most
instances, they originate from a revenue-metering package that includes revenue-grade instrument trans-
formers and one or more watt-hour and VAr-hour meters. Most utilities provide remote and/or automatic
reading with a local recording device such as a magnetic tape recorder or remote meter-reading device.
They also can be interfaced to an SA system.

[ntegrated energy-transfer values are traditionally recorded by counting the revolutions of the disc on
an electromechanical watt-hour meter-type device. Newer technology makes this concept obsolete, but
the integrated interchange value continues as a mainstay of energy interchange between utilities and
customers. In the old technology, a set of contacts opens and closes in direct relation to the disc rotation,
either mechanically from a cam driven by the meter disc shaft, or through the use of opto-electronics
and a light beam interrupted by or reflected off the disc. These contacts can be standard form “A,” form
“B,” form “C,” or a form “K,” which is peculiar to watt-hour meters. Modern revenue meters often mimic
this feature, as do some analog transducers. Each contact transfer (“pulse”) represents an increment of
energy transfer as measured by a watt-hour meter. Pulses are accumulated over a period of time in a
register, and then the total is recorded on command from a clock,

When applied to SA systems, energy-transfer quantities are processed by metering IEDs, PAs in an
RTU, or an SA controller. The PA receives contact closures from the metering package and accumulates
them in a register. On command from the master station, the pulse count is frozen, then transmitted.
The register is sometimes reset to zero to begin the cycle for the next period. This command is synchro-
nized to the master station clock, and all “frozen” accumulator quantities are polled some time later when
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time permits. Some RTUs can freeze and store their pulse accumulators from an internal or local external
clock should the master “freeze-and-read” command be absent. These can be internally “time tagged”
for transmission when commanded by the master station. High-end meter [EDs retain interval accumu-
lator reads in memory that can be retrieved by the utility’s automatic meter-reading system. They can
share multiple ports and supply data to the SA system. Other options include the capability to arithmet-
ically process several demand quantities to derive a resultant. Software to “de-bounce” the demand
contacts is also sometimes available.

Integrated energy-transfer telemetering is almost always provided on tie lines between bordering
utilities and at the transmission-distribution or generation-transmission boundaries. The location of the
measuring point is usually specified in the interconnection agreement contract, along with a procedure
to insure metering accuracy. Some utilities agree to share a common metering point at one end of a tie
and electronically transfer the interchange reading to the bordering utility. Others insist on having their
own duplicate metering, sometimes specified to be a backup service. When a tie is metered at both ends, it
is important to verify that the metering installations are in agreement. Even with high-accuracy metering,
however, some disagreement can be expected, and this is often a source of friction between utilities.

6.4 Status Monitoring

Status indications are an important function of SA systems for the electrical utility. Status monitoring is
provided for power circuit breakers, circuit switchers, reclosers, motor-operated disconnect switches, and
a variety of other on-off functions in a substation. Multiple on-off states are sometimes used to describe
stepping or sequential devices. In some cases, status points might be used to convey a digital value such
as a register, where each point is one bit of the register.

Status peints can be provided with status-change memory so that changes occurring between data
reports can be monitored. Status changes may also be “time tagged” to provide sequence of events. Status
indications originate from auxiliary switch contacts that are mechanically actuated by the monitored
device. Interposing relay contacts are also used for status points, where the interposer is driven from
auxiliary switches. This practice is common, depending on the utility and the availability of spare contacts.
The exposure of status-point wiring to the switchyard environment is often a consideration in installing

interposing relays.

6.4.1 Contact Performance

The mechanical response of either relay or auxiliary switch contacts can complicate status monitoring.
Contacts may electrically open and close several times (mechanically “bounce”) before finally settling in
the final position when they transfer from one position to another. The input point may interpret the
bouncing of the status contact as multiple operations of the primary device. A “mercury wetted” contact
is sometimes used to minimize contact bounce. Another technique used is to employ “C"-form contacts
for status indications so that status changes are recognized only when one contact closes followed by the
opening of its companion. Contact changes occurring on one contact only are ignored. C-contact
arrangements are more immune to noise pulses. Another technique to deal with bouncing is to wait for
a period of time before recognizing the change, giving the contact a chance to bounce into its final state
before reporting the change.

Event recording with high-speed resolution is particularly sensitive to contact bounce, as each transi-
tion is recorded. When the primary device is subject to pumping or bouncing induced from mechanical
characteristics, it may be difficult to prevent excessive status-change reporting. When interposing devices
are used, event contacts can also contain unwanted delays that can confuse interpretation of event
sequences. While this may not be avoidable, it is important to know the response time of all event devices
so that event sequences can be correctly interpreted.

[EDs often have “de-bounce” algorithms in their programming to filter contact bouncing. These
algorithms allow the user to tune the de-bouncing to be tolerant of bouncing contacts.
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6.4.2 Wetting Sources _

Status points are usually isolated “dry” contacts, and the monitoring power (wetting) is supplied from
the input point. Voltage signals from a station control circuit can also be monitored by SA controllers
and interpreted as status signals. Equipment suppliers can provide a variety of status-point inpui options.
When selecting between options, the choice balances circuit isolation against design convenience. The
availability of spare isolated contacts often becomes an issue in choice. Voltage signals may eliminate the
need for spare contacts, but these signals can require circuits from various parts of the station and from
different control circuits to be brought to a common termination location. This compromises circuit
isolation within the station and raises the possibility of test personnel causing circuit misoperation.
Usually, switchboard wiring standards would be required for this type of installation, which could increase
costs. Voltage inputs are often fused with small fuses at the source to minimize the risk that the exposed
wiring will compromise the control circuits.

[n installations using isolated “dry” contacts, the wetting voltage is sourced from the station battery,
an SA controller, or IED supply. Each monitored control circuit must then provide an isolated contact
for status monitoring. Circuit isolation occurs at each control panel, thus improving the overall security
of the installation. It is common for many status points to share a common supply, either station battery
or a low voltage supply provided for this purpose. When status points are powered from the station
battery, the monitored contacts have full control potential appearing across their surfaces and thus can
be expected to be more immune to open-circuit failures from contact-surface contamination. Switch-
board wiring standards would be required for this type of installation. An alternative source for status
points is a low-voltage wetting supply. Wiring for low-voltage-sourced status points may not need to be
switchboard standard in this application, which could yield some economies. Usually, shielded, twisted
pairs are used with low-voltage status points to minimize noise effects. Concern over contact reliability
due to the lower “wetting” voltage can be partially overcome by using contacts that are closed when the
device is in its normal position, thereby maintaining a loop current through the contact. For improved
reliability, some SA systems provide a means to detect wetting-supply failure. Where multiple IEDs are
status-point sources, it can be difficult to detect a lost wetting supply.

In either approach, the status-point loop current is determined by the monitoring-device design.
- Generally, the loop current is 1.0 to 20 mA. Filter networks and/or software filtering is usually provided
to reduce noise effects and false changes resulting from bouncing contacts.

6.4.3 Wiring Practices
When wiring status points, it is important to make cable runs radially between the monitor and the
monitored device. Circuits where status circuit loops are not parallel pairs are subject to induced currents
that can cause false status changes. Circular loops most often occur when using spare existing conductors
in multiple cables or when using a common return connection for several status points. Designers should
be wary of this practice. The resistance of status loops can also be an important consideration. Shielded,
twisted pairs make the best interconnection for status points, but this type of cable is not always readily
available in switchboard standard sizes and insulation for use in control battery-powered status circuits.
Finally, it is important to provide for testing status circuits. Test switches or jumper locations for
simulating open or closed status circuits are needed as well as a means for isolating the circuit for testing.

6.5 Control Functions

The supervisory control functions of electric utility SA systems provide routine and emergency switching
and operating capability for station equipment. SA controls are most often provided for circuit breakers,
reclosers, and switchers. It is not uncommon to also include control for voltage regulators, tap-changing
transformers, motor-operated disconnects, valves, or even peaking units through an SA system.

A variety of different control outputs are available from IEDs and SA controllers, which can provide
both momentary timed control outputs and latching-type interposing. Latching is commonly associated
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FIGURE 6.4 Schematic diagram of a breaker control interface.

with blocking of automatic breaker reclosing or voltage controllers for capacitor switching. A typical
interface application for controlling a circuit breaker is shown in Figure 6.4.

6.5.1 Interposing Relays

Power station controls often require high power levels and operate in circuits powered from 48-, 125-,
or 250-Vdc station batteries or from 120- or 240-Vac station service. Control circuits often must switch
10 or 20 A to effect their action, which imposes constraints on the interposing devices. The interposing
between an SA controller or IED and station controls commonly requires the use of large electrome-
chanical relays. Their coils are driven by the SA control system through static or pilot duty relay drivers,
and their contacts switch the station control circuits. Interposing relays are often specified with 25-A,
240-Vac contact rating to insure adequate interrupting duty. However, where control circuits allow it,
smaller interposing relays are also used, often with only 10- or 3-A contacts,. When controlling dc circuits,
the large relays may be required, not because of the current requirements, but to provide the long contact
travel needed to interrupt the arc associated with interrupting an inductive dc circuit. Note that most
relays that would be considered for the interposing function do not carry dc interrupting ratings.
“Magnetic blowout” contacts, contacts fitted with small permanent magnets that lengthen the interrup-
tion arc to aid in extinguishing it, may also be used to improve interrupting duty. They are polarity
sensitive, however, and work only if correctly wired. Correct current flow direction must be observed.

Many SA controllers and IEDs require the use of surge suppression to protect their control output
contacts. A fast-switching diode can be used across the driven coil to commute the coil-collapse transient
when the coil is de-energized. As the magnetic field of the device coil collapses on de-energization, the
coil voltage polarity reverses, and the collapsing field generates a back EMF in an attempt to sustain the
coil current. The diode conducts the back EMF and prevents the buildup of high voltage across the coil.
The technique is very effective. It requires the diode to handle the steady-state current of the coil and be
able to withstand at least three times the steady-state voltage. Failure of the diode in the shorted mode
will disable the device and cause a short circuit of the control driver, although some utilities use a series
resistor with the diode to reduce this reliability problem.

Other transient suppressors include “transorbs” and metal oxide varistors (MOV). Transorbs behave
like back-to-back zener diodes and clamp the voltage across their terminals to a specified voltage. They
are reasonably fast. MOVs are very similar, but the suppression takes place as the voltages across them
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cause the metal oxide layers to break down, and they are not as fast. Both transorbs and MOVs have
energy rating in joules. They must be selected to withstand the energy of the device coil. Many applications
of transorbs and MOVs clamp the transients to ground rather than clamping them across the coil. In
this configuration, the ground path must be low impedance in order for the suppression to be effective.

6.5.2 Control Circuit Designs

Many station control circuits can be designed so that the interrupting-duty problem for interposing relays
is minimized, thereby allowing smaller interposing relays to be used. These circuits are designed so that
once they are initiated, some other contact in the circuit interrupts control current in preference to the
initiating device. These are easily driven from momentary outputs. The control logic is such that the
Initiating contact is bypassed once control action begins, and it remains bypassed until control action is
completed. The initiating circuit current is then interrupted, or at least greatly reduced, by a device in
another portion of the control circuit. This eliminates the need for the interposing relay to interrupt
heavy control circuit current. This is typical of modern circuit breaker closing circuits, motor-operated
disconnects, and many circuit switchers. Other controls that “self-complete” are breaker tripping circuits,
where the tripping current is interrupted by the breaker auxiliary switch contacts long before the initiating
contact opens.

Redesigning control circuits often simplifies the application of supervisory control. The need for large
interposing relay contacts can be eliminated in many cases by simple modifications to the controlled
circuit to make them “self completing” An example of this would be the addition of any auxiliary control
relay to a breaker control circuit, which maintains the closing circuit until the breaker has fully closed
and provides antipumping should it trip free. This type of revision is often desirable, anyway, if a partially
completed control action could result in some equipment malfunction.

Control circuits can also be revised to limit control-circuit response to prevent more than one action
from taking place while under supervisory control. This includes preventing a circuit breaker from
“pumping” if it were closed into a fault or failed to latch. Another example is to limit tap-changer travel
to one tap per initiation.

6.5.3 Latching Devices

Itis often necessary to modify control-circuit behavior when supervisory control is used to operate station
equipment. Control mode changes that would ordinarily accompany manual local operation must also
occur when action occurs through supervisory control. Many of these require latched interposing relaying,
which modifies control behavior when supervisory control is exercised, and can be restored through
supervisory or local control. The disabling of automatic circuit-breaker reclosing when a breaker is opened
through supervisory control action is an example. Automatic reclosing must also be restored or reset
when a breaker is closed through supervisory control. This concept also applies to automatic capacitor
switcher controls that must be disabled when supervisory control is used and can be restored to automatic
control through local or supervisory control.

These types of control modifications generally require a latching-type interposing design. Solenoid-
operated control switches have become available that can directly replace a manual switch on a switch-
board and can closely mimic manual control action. These can be controlled through supervisory control
and can frequently provide the proper control behavior.

6.5.4 Intelligent Electronic Devices (IED) for Control

IEDs that have control capability accessible through their communications ports are available. Protective
relays, panel meters, recloser controls, and regulators are common devices with control capability. They
offer the opportunity to control substation equipment without a traditional interposing relay cluster for
the interface, sometimes without even any control-circuit additions. Instead, the control interface is
embedded in the IED. When using embedded control interfaces, the SA system designer needs to assess
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the security and capability of the interface provided. These requirements should not change just because
the interface devices are within an [ED. External interposing may be required to meet circuit loads or
interrupting duty.

When equipment with [EDs is controlled over a communications channel, the integrity of the channel
and the security of the messaging system become important factors. Not all [EDs have select-before-
operate capability common to RTUs and SCADA systems. Their protocols also may not have efficient
error detection, which could lead to misoperation. In addition, the requirement to have supervisory
control disabled for test and maintenance should not impact the IED’s primary function.

6.6 Communications Networks inside the Substation

Substation automation systems are based on IEDs that share information and functionality by virtue of
their communications capability. The communications interconnections can use hard copper, optical
fiber, wireless, or a combination of these. The communications network is the glue that binds the system
together. The communications pathways may vary in complexity, depending on the end goals of the
system. Ultimately, the internal network passes information and functionality upward to the utility
enterprise. Links to the enterprise can take a number of different forms and will not be discussed in this
chapter.

6.6.1 Wire Line Networks

6.6.1.1 Point-to-Point Networks

The communications link from an [ED to the SA system may be a simple point-to-point connection
where the IED connects directly to an SA controller. Many IEDs can connect point to point to a
multiported controller or data concentrator that serves as the SA system communications hub. In early
integrations, these connections were simple RS-232 serial pathways similar to those between a computer
and a modem. RS-232 does not support multiple devices on a pathway. Some IEDs will not communicate
on a party line, since they do not support addressing. RS-232 is typically used for short distances, up to
50 ft. Most RS-232 connections are also solid device to device. [solation requires special hardware. Often,
utilities use point-to-point optical-fiber links to connect RS-232 ports together to insure isolation.

6.6.1.2 Point-to-Multipoint Networks

Most automation systems rely on point-to-multipoint connections for IEDs. [EDs that share a common
protocol often support a “party line” communications pathway, where they share the channel. An SA con-
troller can use this as a master-slave communications bus, where the SA controller controls the traffic on the
channel. All devices on a common bus must be addressable so that only one device communicates at a time.
The SA controller communicates with each device one at a time to prevent communications collisions.

RS-485 is the most common point-to-multipoint bus. It is a shielded twisted copper pair, terminated
at each end of the bus with a termination resistor equal to the characteristic impedance of the bus cable.
RS-485 buses support 32 devices on the channel. Maximum channel length is typically 4000 ft. The
longer the bus, the more likely communications error will occur because of reflection on the transmission
line; therefore, the longer the bus is, the slower it normally runs. RS-485 can run as fast as 1.0 Mbps,
although most operate closer to 19.2 kbps or slower. The RS-485 bus must be linear, end to end. Stubs
or taps will cause reflections. RS-485 devices are wired in a daisy-chain arrangement. RS-422 is similar
to RS-485 except it is two pairs: one outbound and one inbound. This is in contrast to RS-485, where
messages flow in both directions, as the channel is turned around when each device takes control of the
bus while transmitting.

6.6.1.3 Peer-to-Peer Networks

There is a growing trend in [ED communications to support peer-to-peer messaging. Here, each device
has equal access to the communications bus and can message any other device. This is substantially
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different than a master-slave environment, even where multiple masters are supported. A peer-to-peer
network must provide a means to prevent message collisions, or to detect them and mitigate the collision.

PLC communications and some other control systems use a token passing scheme to give control to
devices along the bus. This is often called “token ring.” A message is passed from device to device along
the communications bus that gives the device authority to transmit messages. Different schemes-control
the amount of access time each “pass” allows. While the device has the token, it can transmit messages
to any other device on the bus. These buses can be RS-485 or higher speed coaxial cable arrangements.
When the token is lost or a device fails, the bus must restart. Therefore, token-ring schemes must have
a mechanism to recapture order.

Another way to share a common bus as peers is to use a carrier sense multiple access with collision
detection (CSMA/CD) scheme. Ethernet, IEEE Standard 802.x, is such a scheme. Ethernet is widely used
in the information technology environment and is finding its way into substations. Ethernet can be
coaxial cable or twisted-pair cabling. Unshielded twisted-pair (UTP) cable for high-speed ethernet,
Category V (CAT V), is widely used for wire ethernet local area networks (LAN). Some utilities are
extending their wide area networks (WAN) to substations, where it is becoming both an enterprise
pathway and a pathway for SCADA and automation. Some utilities are using LANs within the substation
to connect [EDs. A growing number of [EDs support ethernet communication over LANs. Where [EDs
cannot support Ethernet, some suppliers offer network interface modules (NIM) to make the transition.
A number of different communications protocols are appearing on substation LANs, embedded in a
general purpose networking protocol such as TCP/IP.

While Ethernet can be a device-to-device network like RS-485, it is more common to wire devices to
a hub or router. Each device has a “home run” connection to the hub. In the hub the outbound path of
each device connects to the inbound path of all other devices. All devices hear a message from one device.
Hubs can also acquire intelligence and perform a switching service. A switched hub passes outbound
messages only to the intended recipient. That allows more messages to pass through without busying all
devices with the task of figuring out for whom the message is intended. Routers connect segments of
LANs and WANS together to get messages in the right place and to provide security and access control.
Hubs and routers require operating power and therefore must be provided with a highly reliable power
source in order to function during interruptions in the substation.

6.6.2 Optical Fiber Systems

Fiber optics is an excellent media for communications within the substation. It isolates devices electrically
because it is nonconducting. This is very important because high levels of radiated electromagnetic fields
and transient voltages are present in the substation enviroment.

Fiber optics can be used in place of copper cable runs to make point-to-point connections. A fiber
media converter is required to make the transition from the electrical media to the fiber. They are available
in many different configurations. The most common are Ethernet and RS-232 to fiber, but they are also
available for RS-485 and RS-422. Fiber is ideal for connecting devices in different substation buildings
or out in the switchyard. Figure 6.5 illustrates a SCADA system distributed throughout a substation
connected together with a fiber network.

6.6.2.1 Fiber Loops

Low-speed fiber communications pathways are often provided to link multiple substation IEDs on a
common channel. The IEDs could be recloser controls, PLCs, or even protective relays distributed
throughout the switchyard. While fiber is a point-to-point connection, fiber modems are available that
provide a repeater function. Messages pass through the modem, in the RD port and out the TX port, to
form a loop as illustrated in the Figure 6.6. When an IED responds to a message, it breaks the loop and
sends its message on toward the head of the loop. The fiber cabling is routed around to all devices to
make up the loop. A break in the loop will make all IEDs inaccessible. Another approach to this
architecture is to use bidirectional modems that have two paths around the loop. This technique is
immune to single fiber breaks. It is also easy to service.
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Some utilities implement bidirectional loops to reach multiple small substations close to an access
point to avoid building multiple access points. When the access point is a wire line that requires isolation,
the savings can be substantial. Also, the devices may not be accessible except through a power-cable duct
system, such as urban areas that are served by low-voltage networks. Here, the extra cost of the bidirec-
tional fiber loop is often warranted.

6.6.2.2 Fiber Stars

Loop topology doesn’t always fit substation applications. Some substation layouts better fit a star con-
figuration, where all the fiber runs are “home runs” to a single point. To deal with star topologies, there
are several alternatives. The simplest is to use multistrand fiber cables and make a loop with butt splices
at the central point. While the cable runs can all be “home runs,” the actual configuration is a loop.
However, there are star-configuration fiber modems available, which eliminates the need for creating
loops. This modem supports multiple fiber-optic (F/O) ports and combines them to a single port.



The Interface between Automation and the Substation 6-17

Typically, the master port is ann RS-232 connection, where outgoing messages on the R5-232 port are
sent to all outgoing optical ports, and returning messages are funneled from thé incoming optical ports
to the receive side of the RS-232 port. Another solution is to make the modems at the central point all
RS-485, where the messages can be distributed along the RS-485 bus.

6.6.2.3 Message Limitations

In the above discussion there are two limitations imposed by the media. First, there is no provision for
message contention and collision detection. Therefore, the messaging protocol must be master-slave.
Unsolicited reporting will not work because of the lack of collision detection. In fiber-loop topologies,
outgoing messages will be injected into the loop at the head device and travel the full circumference of
the loop and reappear as a received message to the sender. This can be confusing to some communications
devices at the head end. That device must be able to ignore its own messages.

6.6.2.4 Ethernet over Fiber

As IEDs become network ready and substation SCADA installations take a more network-oriented
topology, fiber-optic links for Ethernet will have increasing application in substations. Just as with slower
speed fiber connections, Ethernet over fiber is great for isolating devices and regions in the substation.
There are media converters and fiber-ready routers, hubs, and switches readily available for these appli-
cations. Because Ethernet has a collision detection system, the requirement to control messaging via a
master-slave environment is unnecessary. The routers and switches take care of that problem. The star
configuration is also easily supported with a multiport fiber router.

6.6.3 Communications between Facilities

Light-fiber (fiber-optic [F/O]) communications systems are readily available to owners of fiber right-of-
way. Fiber-optic technology is very wideband and therefore capable of huge data throughputs, of which
SCADA data might represent only a tiny fraction of the available capacity.

Utilities have taken different paths in dealing with F/O opportunities. Some have chosen to leverage
the value of their existing right of way by building F/O communications networks in their right-of-way
and leasing the service to others. Still other utilities have leased just the right-of-way to a telecommuni-
cations provider for income or F/O access for their own use. Using a piece of the F/O highway for SCADA
or automation is an opportunity. But if the highway needs to be extended to reach the substation, the
cost can get high.

Typical F/O systems are based around high-capacity synchronous optical network (SONET) commu-
nications technology. Telecommunications people see these pathways as high-utilization assets and tend
to try to add as many services to the network as possible. SCADA and automation communications can
certainly be part of such a network. However, some industry experts believe that the power system
operations communications, SCADA, ought to reside on its own network for security and not share the
close proximity to corporate traffic that is part of an F/O network.

F/O technology has another application that is very valuable for SCADA and automation. Because F/
O is nonconductive, it is a perfect medium for connecting communicating devices that may not share a
solid ground plane. This is typical of substation equipment. These applications do not need the high
bandwidth properties and use simple low-speed F/O modems. F/O cable is also low cost. This allows
devices in outbuildings to be safely interconnected. It is also an excellent method to isolate radio
equipment from substation devices to lessen the opportunity for lightning collected by radios to damage
substation devices.

6.7 Testing Automation Systems

Testing assures the quality and readiness of substation equipment. A substation automation system will
require testing at several points along its life span. It is important to make allowances for testing within
the standard practices of the utility. While testing practices are part of the utility “culture,” designing the
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testing facilities for substation automation system with enough flexibility to allow for culture change in
the future will be beneficial. Surely, testing can have a great impact on the availability of the automation
system and, under some circumstances, the availability of substation power equipment and substation
reliability. Testing can be a big contributor to the cost of operation and maintenance.

6.7.1 'Test Facilities

Substation automation systems integrate [EDs whose primary function may be protection, operator
interface, equipment control, and even power-interchange measurement for monetary exchange. A good
test plan allows for the automation functions to be isolated from the substation while the primary
functions of the IEDs remain in operation.

6.7.1.1 Control

It is necessary to test automation control to confirm control-point mapping to operator interfaces and
databases. This is also necessary for programmed control algorithms. Utilities want to be sure that the
right equipment operates when called upon. Having the wrong equipment operate, or nothing at all
operate, will severely hamper confidence in the system. Since any number of substation [EDs may be
configured to control equipment for the system, test methods must be devised to facilitate testing without
detrimental impact on the operation of the substation. Disconnect points and operation indicators may
be needed for this purpose. For example, if a breaker-failure relay is also the control interface for local
and remote control of a circuit breaker, then it should be possible to test control functions without having
to shut the breaker down, which would leave the circuit without breaker-failure protection. If the breaker-
control portion of the breaker-failure relay can be disabled without disabling its protective function, then
testing can be straightforward. However, some utilities solve this problem by disabling all the breaker-
failure outputs and allowing the circuit breaker to remain in service without protection for short periods
of time while control is being tested. Other utilities rely on a redundant device to provide protection
while one device is disabled for testing. These choices are made based on the utility’s experience and
comfort level. Work rules sometimes dictate testing practices.

While being able to disable control output is necessary, it is also important to be able to verify the
control output has occurred when it is stimulated. With [EDs, it is often not possible to view the control
output device, since it is buried within the IED. It may be useful to install indicators to show when the
output device is active. Otherwise, at least a temporary indicating device is needed to verify that control
has taken place. At least once during commissioning, every control interface should operate its connected

power equipment to ensure that the interface actually works.

6.7.1.2 Status Points

Status-point mapping must also be tested. Status points appear on operator interface displays and logs
of various forms. They are important for knowing the state of substation equipment. Any number of
[EDs can supply status information to an automation system. Initially, it is recommended that the source
equipment for status points be exercised to evaluate the potential for contact bounce to cause false
indications. Simulating contact state changes at the IED input by shorting or opening the input circuits
is often used for succeeding tests. Disconnect points make that task easier and safer.

As with control points, some care must be exercised when simulating status points. Status changes
will be shown on operator interfaces and entered into logs. Operators will have to know to disregard
them and cleanse the logs after testing is completed. Since the IED monitors the status point for its own
function, the IED may need to be disabled during status-point testing. [f the automation system has
programmed logic processes running, it is possible that status changes will propagate into the algorithms
and cause unwanted actions to take place. These processes need to be disabled or protected from the test data.

6.7.1.3 Measurements
Measurements may also come from many different substation IEDs. They feed operator interfaces, databases,
and logs. They may also feed programmed logic processes. Initially, IEDs that take measurements need to
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have their measurements checked for reasonability. Reasonability tests include making sure that the sign
of the measurement is as expected in relation to the power system and that the data values accurately
represent the measurements. Utilities rarely calibrate measuring [EDs as they once did transducers, but
reasonability testing should uncover scaling errors and incorrectly set CT and PT ratios. Most utilities
provide disconnect and shorting switches (test switches) so that measuring IEDs can have test sources
connected to them. That allows known voltages and currents to be applied and the results checked against
the expected value. Test switches can be useful in the future if the accuracy of the IEDs falls into question.
Switches also simplify replacing the [ED without shutting down equipment if it fails in service.

Some [EDs allow the user to substitute test values in place of “live” measurements. Setting test values
can greatly simplify checking the mapping of values through the system. By choosing a signature value,
it Is easy to discern test from live values as they appear on screens and logs. This feature is also useful
for checking alarm limits and for testing programmed logic.

During testing of [ED measurements, some care must be exercised to prevent test data from causing
operator concerns. Test data will appear on operator interface displays and may trigger alarm messages
and make log entries. These must be cleansed from logs after testing is completed. Since measuring [EDs
may feed data to programmed logic processes, it is important to disable such processes during testing to
prevent unwanted actions. Any substituted values need to be returned to live measurements at the end
of testing as well.

6.7.1.4 Programmed Logic

Many substation automation systems include programmed logic as a component of the system. Pro-
grammed logic obtains data from substation [EDs and provides some output to the substation. Output
often includes control of equipment such as voltage regulation, reactive control, or even switching.
Programmed logic is also used to provide interlocks to prevent potentially harmful actions from taking
place. These algorithms must be tested to insure they function as planned. This task can be formidable.
It requires that data inputs are provided and the outputs checked against expected results. A simulation
mode in the logic host can be helpful in this task. Some utilities use the simulator to monitor this input
data as the source IEDs are tested. This verifies the point mapping and scaling. They may also use the
simulator to monitor the result of the process based on the inputs. Simulators are valuable tools for
testing programmed logic. Many programs are so complex that they cannot be fully tested with simulated
data; therefore their results may not be verifiable. Some utilities allow their programmed logic to run off
of live data with a monitor watching the results for a test period following commissioning to be sure the
program is acceptable.

6.7.2 Commissioning Test Plan

Commissioning a substation automation system requires a carefully thought-out test plan. There needs
to be collaboration between users, integrators, suppliers, developers, and constructors. Many times, the
commissioning test plan is an extension of the factory acceptance test (FAT), assuming a FAT was
performed. Normally the FAT does not have enough of the substation pieces to be comprehensive,
therefore the real “proof test” will be at commissioning. Once the test plan is in place, it should be
rigorously adhered to. Changes to the commissioning test plan should be documented and accepted by
all parties. Just as in the FAT test, a record of deviations from expected results should be documented
and later remediated.

A key to a commissioning test plan is to make sure every input and output that is mapped in the
system is tested and verified. Many times this can not be repeated once the system is in service.

6.7.3 In-Service Testing

Once an automation system is in service it will become more difficult to test it thoroughly. Individual
IEDs could be replaced or updated without a complete end-to-end check because of access restriction
to portions of the system. Utilities often feel that exchanging “like for like” is not particularly risky.
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However, this assumes the new device has been thoroughly tested to insure it matches the device being
replaced. Often the same configuration file for the old device is used to program the new device, hence
further reducing the risk. Some utilities purchase an automation simulator to further test new additions
and replacements. ' :

However, new versions of IEDs, databases, and communications so fiware should make the utility wary
of potential problems. It is not unusual for new software to include bugs that had previously been
corrected as well as new problems in what were previously stable features. Utilities must decide the
appropriate level of testing for new software versions. A thorough simulator and bench test is in order
before deploying new software in the field. It is important to know what versions of software are resident
in each IED and the system host. Keeping track of the version changes and resulting problems can lead
to significant insights.

Utilities must also expect to deal with in-service support issues that are common to integrated systems.

6.8 Summary

The addition of SA systems control impacts station security and deserves a great deal of consideration.
It should be recognized that SA control can concentrate station controls in a small area and can increase
the vulnerability of station control to human error and accident. This deserves careful attention to the
control interface design for SA systems. The security of the equipment installed must ensure freedom
from false operation, and the design of operating and testing procedures must recognize and minimize

these risks.
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7.1 Introduction

Electric utility deregulation, economic pressures forcing downsizing, and the markerplace pressures of
potential takeovers have forced utilities to examine their operational and organizational practices. Utilities
are realizing that they must shift their focus to customer service. Customer service requirements all point
to one key element: information — the right amount of information to the right person or computer
within the right amount of time. The flow of information requires data communication over extended
networks of systems and users. In fact, utilities are among the largest users of data and are the largest
users of real-time information.

The advent of industry deregulation has placed greater emphasis on the availability of intormation,
the analysis of this information, and the subsequent decision making to optimize system nperation ina
competitive environment. The intelligent electronic devices (IED) being implemented in today’s substa-
tions contain valuable information, both operational and nonoperational, needed by many user groups
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TABLE 7.1 - Five-Laver Architecture for Substation [ntegration and Auromation

Utility Enterprise Connection

Substation Automation Applications

{ED Integration via Data Concentrator/Substation Host Processor

IED Implementation

Power System Equipment (Transformers, Breakers)

within the utility. The challenge facing utilities is determining a standard integration architecture that
can meet the utility’s specific needs; can extract the desired operational and nonoperational information;
and can deliver this information to the users who have applications to analyze the information.

7.2 Definitions and Terminology

Substation integration and automation can be broken down into five levels, as seen in Table 7.1. The
lowest level is the power system equipment, such as transformers and circuit breakers. The middle three
levels are IED implementation, [ED integration, and substation automation applications. All electric
utilities are implementing [EDs in their substations. The focus today is the integration of the IEDs. Once
this is done, the focus will shift to what automation applications should run at the substation level. The
highest level is the utility enterprise, and there are multiple functional data paths from the substation to
the utility enterprise. The five-layer architecture is shown in Table 7.1.

Since the substation integration and automation technology is fairly new, there are no industry
standard definitions, except for the definition of an IED. The industry standard definition of an TED is
given below, as well as definitions for [ED integration and substation automation.

- Intelligent electronic device (IED): Any device incorporating one or more processors with the
capability to receive or send data/control from or to an external source (e.g., electronic multifunc-
tion meters, digital relays, controllers) [2,10].

- IED integration: Integration of protection, control, and data acquisition functions into a minimal
number of platforms to reduce capital and operating costs, reduce panel and control room space,
and eliminate redundant equipment and databases.

o

Substation automation: Deployment of substation and feeder operating functions and applications
ranging from SCADA (supervisory control and data acquisition) and alarm processing to inte-
grated volt/VAr control in order to optimize the management of capital assets and enhance
operation and maintenance efficiencies with minimal human intervention.

7.3 Open Systems

An open system is a computer system that embodies supplier-independent standards so that software
can be applied on many different platforms and can interoperate with other applications on local and
remote systems. An open system is an evolutionary means for a substation control system that is based
on the use of nonproprietary, standard software and hardware interfaces. Open systems enable future
upgrades available from multiple suppliers at lower cost to be integrated with relative ease and low risk.

The concept of open systems applies to substation integration and automation. It is important to learn
about the different de jure (legal) and de facto (actual) standards and then apply them so as to eliminate
proprietary approaches. An open systems approach allows the incremental upgrade of the automation
system without the need for complete replacement, as happened in the past with proprietary systems.
There is no longer a need to rely on one supplier for complete implementation. Systems and [EDs from
competing suppliers are able to interchange and share information. The benefits of open systems include
longer expected system life, investment protection, upgradeability and expandability, and readily available
third-party components.
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TABLE7.2  Three Functional Data Paths from Substation to Utility Enterprise.

Utility Enterprise

Operational Data-to-SCADA System Nonoperational -Data-to-Data Warehouse | Remote Access to [ED

Substation Automation Applications

[ED Integration

[ED Implementation

Power System Equipment (Transformers, Breakers)

7.4 Architecture Functional Data Paths

There are three primary functional data paths from the substation to the utility enterprise, as seen in
Table 7.2. The most common data path is conveying the operational data (e.g., volts, amps) to the utility’s
SCADA system every 2 to 4 sec. This information is critical for the utility’s dispatchers to monitor and
control the power system. The most challenging data path is conveying the nonoperational data to the
utility’s data warehouse. The challenges associated with this data path include the characteristics of the
data (not necessarily points but, rather, files and waveforms), the periodicity of data transter (noi
continuous but, rather, on demand), and the protocols used to obtain the data from the [EDs (not
standard but, rather, IED supplier’s proprietary protocols). Another challenge is whether the data are
pushed from the substation into the data warehouse, or pulled from the data warehouse, or both. The
third data path is remote access to an [ED by “passing through” or “looping through” the substation
integration architecture and isolating a particular IED in the substation.

7.5 Substation Integration and Automation System
Functional Architecture

The tunctional architecture diagram in Figure 7.1 shows the three functional data paths from the sub-
station to the utility enterprise, as well as the SCADA system and the data warehouse. The operational
data path to the SCADA system utilizes the communication protocol presently supported by the SCADA
system. The nonoperational data path to the data warehouse conveys the [ED nonoperational data from
the substation automation (SA) system to the data warehouse, either being pulled by a data warehouse
application from the SA system or being pushed from the SA system to the data warehouse based on an
event trigger or tlime. The remote access path to the substation utilizes a dial-in telephone connection.
The GPS (global positioning system) satellite clock time reference is shown, providing a time reference
for the SA system and TEDs in the substation. The host processor provides the graphical user interface
and the historical information system for archiving operational and nonoperational data. The SCADA
interface knows which SA system points are sent to the SCADA system, as well as the SCADA system
protocol. The LAN-enabled IEDs can be directly connected to the SA LAN (local area network). The
non-LAN-enabled IEDs require a network interface module (NIM) for protocol and physical interface
conversion. The [EDs can have various applications, such as equipment condition monitoring (ECM)
and relaying, as well as direct (or hardwired) input/output (I/0).

7.6 New vs, Existing Substations

The design of new substations has the advantage of starting with a blank sheet of paper. The new
substation will typically have many 1EDs for different functions, and the majority of operational data
for the SCADA system will come from these IEDs. The IEDs will be integrated with digital two-way
communications. The small amount of direct input/output (hardwired) can be acquired using program-
mable logic controllers (PLC). Typically, there are no conventional remote terminal units (RTU) in new
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FIGURE 7.1 SA system functional architecture diagram.

substations. The RTU functionality is addressed using IEDs and PLCs and an integration network using
digital communications.

In existing substations there are several alternative approaches, depending on whether the substation
has a conventional RTU installed. The utility has three choices for their existing conventional substation
RTUs: integrate RTU with IEDs; integrate RTU as another substation IED; and retire RTU and use [EDs
and PLCs, as with a new substation. First, many utilities have integrated IEDs with existing conventional
RTUs, provided the RTUs support communications with downstream devices and support [ED commu-
nication protocols. This integration approach works well for the operational data path, but it does not
support the nonoperational and remote access data paths. The latter two data paths must be done outside
of the conventional RTU. Second, if the utility desires to keep their conventional RTU, the preferred
approach is to integrate the RTU in the substation integration architecture as another IED. In this way,
the RTU can be easily retired when the RTU hardwired direct input/output transitions to come primarily
from the {EDs. Third, the RTUs may be old and difficult to support, and the substation automation
project might be a good time to retire these older RTUs. The hardwired direct input/output from these
RTUs would then come from the IEDs and PLCs, as with a new substation.

7.7 Equipment Condition Monitoring

Many electric utilities have employed equipment condition monitoring (ECM) to maintain electric
equipment in top operating condition while minimizing the number of interruptions. With ECM,
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equipment operating parameters are automatically tracked to detect the emergence of various abnormal
operating conditions. This allows substation operations personnel to take timely action when needed to
improve reliability and extend equipment life. This approach is applied most frequently to substation
transformers and high-voltage electric supply circuit breakers to minimize the maintenance costs of these
devices, to improve their availability, and to extend their useful life. 4 »

Equipmentavailability and reliability can be improved by reducing the amount of off-line maintenance
and testing required and by reducing the number of equipment failures. To be truly effective, equipment
condition monitoring should be part of an overall condition-based maintenance strategy that has been
properly designed and integrated into the regular maintenance program.

ECM IEDs are being implemented by many utilities. In most implementations, the communication
link to the IED is via a dial-up telephone line. To facilitate integrating these IEDs into the substation
architecture, the ECM [EDs must support at least one of today’s widely used IED protocols: Modbus,
Modbus Plus, or DNP3 (distributed network protocol). In addition, a migration path to UCA®2 MMS
is desired. If the ECM [EDs can be integrated into the substation architecture, the operational data will
have a path to the SCADA system, and the nonoperational data will have a path to the utility’s data
warehouse. [n this way, the users and systems throughout the utility that need this information will have
access to it. Once the information is brought out of the substation and into the SCADA system and data
warehouse, users can share the information in the utility. The “private” databases that result in islands
of automation will go away. Therefore, the goal of every utility is to integrate these ECM IEDs into a
standard substation integration architecture so that both operational and nonoperational information
from the TEDs can be shared by utility users.

7.8 Substation Integration and Automation Technical Issues

There are many technical issues in substation integration and automation. These issues are discussed in
this section in the following areas: system responsibilities, system architecture, substation host processor,
substation LAN requirements, substation LAN protocols, user interface, communication interfaces, and
the data warehouse.

7.8.1 System Responsibilities

The system must interface with all of the IEDs in the substation. This includes polling the IEDs for
readings and event notifications. The data from all the IEDs must be sent to the utility enterprise to
populate the data warehouse or be sent to an appropriate location for storage of the substation data. The
system processes data and control requests from users and from the data warehouse. The system must
isolate the supplier from the IEDs by providing a generic interface to the IEDs. In other words, there
should be a standard interface regardless of the IED supplier. The system should be updated with a
report-by-exception scheme, where status-point changes and analog-point changes are reported only
when they exceed their significant deadband. This reduces the load on the communications channel. In
some systems, the data are reported in an unsolicited response mode. When the end device has something
to report, it does not have to wait for a poll request from a master (master to slave). The device initiates
the communication by grabbing the communication channel and transmitting its information.

Current substation integration and automation systems perform protocol translation, converting all
the [ED protocols from the various IED suppliers. Even with the protocol standardization efforts going
on in the industry, there will always be legacy protocols that will require protocol translation.

The system must manage the [EDs and devices in the substation. The system must be aware of the
address of each [ED, of alternate communication paths, and of IEDs that may be utilized to accomplish
a specific function. The system must know the status of all connected [EDs at all times.

The system provides data exchange and control support for the data warehouse. [t should use a standard
messaging service in the interface (standard protocol). The interface should be independent of any [ED
protocol and should use a report-by-exception scheme to reduce channel loading.
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FIGURE 7.2 Substation automation system.

The system must provide an environment to support user applications. These user applications can
be internally written by the utility, or they can be purchased from a third party and integrated into the
substation integration and automation system. Figure 7.2 is a photograph of a substation automation

system.

7.8.2 System Architecture
The types of data and control that the system will be expected to facilitate are dependent on the choice
of IEDs and devices in the system. This must be addressed on a substation-by-substation basis. The
primary requirement is that the analog readings be obtained in a way that provides an accurate repre-
sentation of their values.

The data concentrator stores all analog and status information available at the substation. This infor-
mation is required for both operational and nonoperational reasons (e.g., fault-event logs, oscillography).
There are three levels of data exchange and requirements associated with the substation integration and

automation system.

7.8.2.1 Level 1 — Field Devices

Each electronic device (relay, meter, PLC, etc.) has internal memory to store some or all of the following
data: analog values, status changes, sequence of events, and power quality. These data are typically stored
in a FIFO (first in, first out) queue and vary in the number of events, etc., maintained.

7.8.2.2 Level 2 — Substation Data Concentrator

The substation data concentrator should poll each device (both electronic and other) for analog values
and status changes at data collection rates consistent with the utility’s SCADA system (e.g., status points
every 2 sec, tie-line and generator analogs every 2 sec, and remaining analog values every 2 to 10 sec).
The substation data concentrator should maintain a local database.
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FIGURE 7.3 SCADA system dispatch center.

7.8.2.3 Level 3 — SCADA System, Data Warehouse

All data required for operational purposes should be communicated to the SCADA system via a com-
munication link from the data concentrator, as seen in Figure 7.3. All data required for nonoperational
purposes should be communicated to the data warehouse via a communication link from the data
concentrator.

A data warehouse is fiecessary to support a mainframe or client-server architecture of data exchange
between the system and corporate users over the corporate WAN (wide area network). This setup provides
users with up-to-date information and eliminates the need to wait for access using a single line of
communications to the system, such as telephone dial-up through a modem. Figure 7.4 is a screenshot
showing a network status display.

7.8.3 Substation Host Processor

The substation host processor must be based on industry standards and strong networking ability, such
as Ethernet, X/Windows, Motif, TCP/TP, UNIX, Windows 2000, Linux, etc. [t must also support an open
architecture, with no proprietary interfaces or products. An industry-accepted relational database (RDR)
with structured query language (SQL) capability and enterprise-wide computing must be supported.
The RDB supplier must provide replication capabilities to support a redundant or backup database. A
full-graphics user interface (bit or pixel addressable) should be provided with Windows-type capability.
There should be interfaces to Windows-type applications (i.e., Excel, Access, etc.). The substation host
processor should be flexible, expandable, and transportable to multiple hardware platforms (IBM, Dell,
Sun, Compag, HP, etc.). Should the host processor be single or redundant or distributed? For a smaller
distribution substation, it can be a single processor. For a large transmission substation, there may be
redundant processors to provide automatic backup in case of failure. Suppliers who offer a distributed
processor system with levels of redundancy may be a more cost-effective option for the larger substations.
PLCs can be used as controllers, running special application programs at the substation level, coded in
ladder logic. Smaller secondary substations will have IEDs but may not have a host processor, instead using
a data concentrator for [ED integration. This setup lacks a user interface and historical data collection. The
IED data from these secondary substations are sent upstream to a larger primary substation that contains
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FIGURE 7.4 Network status display.

a complete substation integration and automation system. Figure 7.5 and Figure 7.6 illustrate primary
and secondary integration and automation systems, respectively.

7.8.4 Substation Local Area Network (LAN)

7.8.4.1 LAN Reguirements

The substation LAN must meet industry standards to aliow interoperability and the use of plug-and-
play devices. Open-architecture principles should be followed, including the use of industry standard
protocols (e.g., TCP/IP, IEEE 802.x (Ethernet), UCA2). The LAN technology employed must be applicable
to the substation environment and facilitate interfacing to process-level equipment (JEDs, PLCs) while
providing immunity and isolation to substation noise.

The LAN must have enough throughput and bandwidth to support integrated data acquisition, control,
and protection requirements. Should the LAN utilize deterministic protocol technologies, such as token
ring and token bus schemes? Response times for data transfer must be deterministic and repeatable.
(Deterministic: pertaining to a process, model, or variable whose outcome, result, or value does not
depend on chance [10].)

The LAM should support peer-to-peer communications capability for high-speed protection functions as
well as file-transfer support for [ED configuration and PLC programs. (Peer-to-peer: communication between
two or more network nodes in which either node can initiate sessions and is able to poll or answer to polls
[10].) Priority data transfer would allow low-priority data such as configuration files to be downloaded
without affecting time-critical data transfers. The IED and peripheral interface should be a common bus for
all input/output. If the LAN is compatible with the substation computer (e.g., Ethernet), a front-end processor
may not be needed. There are stringent speed requirements for interlocking and intertripping data transfer,
which the LAN must support. The LAN must be able to support bridges and routers for the utility enterprise
WAN interface. Test equipment for the LAN must be readily available and economical. Implementation of
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FIGURE 7.5 Primary substation integration and automation system.

the LAN technology must be competitive to drive the cost down. For example, Ethernet is more widely used
than FDDI, and therefore Ethernet interface equipment costs less.
Figure 7.7 illustrates the configuration of a substation automation system.

7.8.4.2 LAN Protocols

Asubstation LAN is a communications network, typically high speed, within the substation and extending
into the switchyard. The LAN provides the ability to quickly transfer measurements, indications, control
adjustments, and configuration and historic data between intelligent devices at the site. The benefits
achievable using this architecture include: a reduction in the amount and complexity of the cabling
currently required between devices; an increase in the available communications bandwidth to support
faster updates and more advanced functions such as virtual connection, file transfer, peer-to-peer com-
munications, and plug-and-play capabilities; and the less tangible benefits of an open LAN architecture,
which include laying the foundation for future upgrades, access to third-party equipment, and increased
interoperability.
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FIGURE 7.6 Secondary substation integration and automation system.

The EPRI-sponsored Utility Substation Communication Initiative performed benchmark and simulation
testing of different LAN technologies for the substation in late 1996. The initial substation configuration
tested included 47 IEDs with these data types: analog, accumulator, control and events, and fault records.
The response requirements were 4 msec for a protection event, 111 transactions per second for SCADA
traffic, and 600 sec to transmit a fault record. The communication profiles tested were FMS/Profibus at 12
Mbps, MMS/Trim7/Ethernet at 10 Mbps and 100 Mbps, and switched Ethernet. Initially, the testing was
done with four test-bed nodes using four 133-MHz Pentium computers. The four nodes simulated 47 devices
in the substation. Analysis of the preliminary results from this testing resulted in a more extensive follow-up
test done with 20 nodes using 20 133-MHz Pentium computers. The 20 nodes simulated a large substation
issuing four trip signals each to simulate eighty trip signals from eighty different IEDs.

The tests determined that FMS/Profibus at 12 Mbps (fast FMS implementation) could not meet the
trip time requirements for protective devices. However, MMS/Ethernet did meet the requirements. In
addition, it was found that varying the SCADA load did not impact transaction performance. Moreover,
the transmission of oscillographic data and SCADA data did not impact transaction times.
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FIGURE 7.7 Configuration of substation automation system. (From National Rural Electric Cooperative Associa-
tion, Autonating a Distribution Cooperative, from A to Z, NRECA Cooperative Research Network, Arlington, V4,
1999. With permission.)

7.8.5 User Interface

The user interface in the substation must be an intuitive design to ensure effective use of the system with
minimal confusion. An efficient display hierarchy will allow all essential activities to be performed from
a few displays. It is critical to minimize or, better vet, eliminate the need for typing. There should be a
common look and feel established for all displays. A library of standard symbols should be used to
represent substation power apparatus on graphical displays. In fact, this library should be established
and used in all substations and coordinated with other systems in the utility, such as the distribution
SCADA system, the energy management system, the geographic information system (GIS), the trouble
call management system, etc. The field personnel, or the users of the system, should be involved in
determining what information should be on the different displays. Multiple databases should be avoided,
such as a database for an IED associated with a third-party user-interface software package (e.g., U.S.
Data FactoryLink, BJ Systems RealFlex, Intellution, Wonderware, etc.).

The substation one-line displays may be similar in appearance to the displays on a distribution
management system or an energy management system. Figure 7.8 shows a typical substation one-line
display. The functionality of an analog panel meter is typically integrated in the user interface of the
substation automation system. The metered values can be viewed in a variety of formats. Alarm displays
can have tabular and graphical display formats. There should be a convenient means to obtain detailed
information about the alarm condition. Figure 7.9 shows a typical substation alarm display.

There are two types of logs in the substation. The substation integration and automation system has
the capability of logging any information in the system at a specified periodicity. It can log alarms and
events with time tags. In other words, any information the system has can be included in a log. A manual
log is also in the substation for documenting all activities performed in the substation. The information
in the manual log can be included in the system, but it would have to be entered into the system using
the keyboard, and typing is not something field personnel normally want to do.
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FIGURE 7.8 Substation one-line display.

7.8.6 Communication Interfaces

There are interfaces to substation IEDs to acquire data, determine the operating status of each [ED,
support all communication protocols used by the [EDs, and support standard protocols being developed.
There may be an interface to the energy management system (EMS) that allows system operators to
monitor and control each substation and the EMS to receive data from the substation integration and
automation system at different periodicities. There may be an intertace to the distribution management
system with the same capabilities as the EMS interface. There may also be an interface to a capacitor
control system that allows (a) control of switched capacitor banks located on feeders emanating from
the substation, (b) monitoring of VArs on all three phases for the decision to switch the capacitor bank,
and (c) verification that the capacitor bank did switch. There is always an interface for remote access
capabilities — providing authorized access to the system via dial-in telephone or a secure network
connection — to obtain data and alarms, execute diagnostic programs, and retrieve results of diagnostic
programs. Lastly, there is an interface to a time-standard source. A time reference unit (TRU) is typically
provided at each substation for outputting time signals to the substation integration and automation
system IEDs, controllers, and host computers. The GPS time standard is used and synchronized to GPS
satellite time. The GPS system includes an alphanumeric display for displaying time, satellite tracking

status, and other setup parameters.

7.8.7 Data Warehouse

The data warehouse enables users to access substation data while maintaining a firewall to protect
substation control and operation functions. (A firewall protects a trusted network from an outside,
“untrusted” network — a difficult job to do quickly and efficiently, since the firewall must inspect each
network communication and decide whether to allow it to cross over to the trusted network [18].) Both
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operational and nonoperational data (e.g., fault-event logs, oscillographic data) are needed in the data
warehouse. The utility must determine who will use the substation automation system data, the nature
of their application, the type of data needed, how often the data are needed, and the frequency of update
required for each user. Examples of user groups within a utility are operations, planning, engineering,
SCADA, protection, distribution automation, metering, substation maintenance, and information tech-
nology. A possible data warehouse is the information management system (IMS) typically associated
with an energy management system (EMS). The IMS is populated by the EMS with both real-time and
historical data and uses firewalls to prevent external access beyond the IMS into the EMS.

7.9 Protocol Fundamentals

A communication protocol allows communication between two devices. The devices must have the same
protocol (and version) implemented. Any protocol differences will result in communication errors.

If the communication devices and protocols are from the same supplier, i.e., where a supplier has
developed a unique protocol to utilize all the capabilities of the two devices, it is unlikely the devices will
have trouble communicating. By using a unique protocol of one supplier, a utility can maximize the
device’s functionality and see a greater return on its investment. However, the unique protocol will
constrain the utility to one supplier for support and for purchase of future devices.

If the communication devices are from the same supplier but the protocol is an industry standard protocol
supported by the device supplier, the devices should not have trouble communicating. The device supplier
has designed its devices to operate with the standard protocol and communicate with other devices using
the same protocol and version. By using a standard protocol, the utility can purchase equipment from any
supplier that supports the protocol and can therefore comparison-shop for the best prices.

Industry standard protocols typically require more overhead than a supplier’s unique protocol. Stan-
dard protocols often require a higher-speed channel than a supplier’s unique protocol for the same
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efficiency or information throughput. However, high-speed communication channels are more prevalent
today and can provide‘ade‘quate efficiency when using industry standard protocols, UCA2 MMS is
designed to operate efficiently over 10 Mbps switched, or 100 Mbps shared, or switched Ethernet. If a
utility is considering UCA2 MMS as its protocol of choice, a prerequisite should be installation of high-
speed communications. If the utility’s plan is to continue with a communication infrastructure operating
at 1200 to 9600 bps the better choice for an industry standard protocol would be DNP3.

A utility may not be able to utilize all of a device’s functionality using an industry standard protocol.
It a device was designed before the industry standard protocol, the protocol may not thoroughly support
the device’s functionality. If the device was designed after the industry standard protocol was developed,
the device should have been designed to work with the standard protocol such that all of the device’s
functionality is available.

The substation integration and automation architecture must allow devices from different suppliers
to communicate (interoperate) using an industry standard protocol. Using an industry standard protocol,
where suppliers have designed their devices to achieve full functionality with the protocol, a utility has
the flexibility to choose the best devices for each application. Though devices from different stippliers
can operate and communicate under the standard protocol, each device may have capabilities not
supported by another device. There is also risk that the implementations of the industry standard protocol
by the two suppliers in each device may have differences. Factory testing will verify that the functions of
one device are supported by the protocol of the other device and vice versa. If differences and/or
incompatibilities are found, they can be corrected during factory testing.

7.10 Protocol Considerations

There are two capabilities a utility considers for an [ED. The primary capability of an IED is its stand-
alone capabilities, such as protecting the power system for a relay [ED. The secondary capability of an
IED is its integration capabilities, such as its physical interface (e.g., RS-232, RS-485, Ethernet) and its
communication protocol (e.g., DNP3, Modbus, UCA2 MMS).

Utilities typically specify the IEDs they want to use in the substation rather than giving a supplier a turnkey
contract to provide only that supplier’s [EDs in the substation. However, utilities typically choose an IED
based on its stand-alone capabilities, without considering the [ED's integration capabilities. Once the [EDs
are installed, the utility may find it difficult to migrate to an integrated system if the [EDs were purchased
with the supplier’s proprietary protocol and with an undesirable physical interface (e.g., RS-485 purchased
when Ethernet is desired). When purchasing IEDs the utility must consider both the stand-alone capabilities
and the integration capabilities, even if the IEDs will not be integrated in the near future.

The most common IED communication protocols are Modbus, Modbus Plus, and DNP3. The UCA2
MMS protocol is becoming commercially available from more IED suppliers, and it is being implemented
in more utility substations. However, the implementations may not be optimal if the UCA functionality
is not built into the IED. In such cases, the utility must add a separate box for the UCA2 MMS protocol
apart from the Ethernet network, and this can result in poor performance because of data latency due
to the additional box. The utility must be cautious when ordering an [ED for use in a system using a
protocol other than the supplier’s (often proprietary) target protocol, since some IED functionality may
be lost. The most common IED networking technology today in substations is serial communications,
either RS-232 or RS-485. As more and more [EDs become available with Ethernet ports, the [ED
networking technology in the substation will be primarily Ethernet.

7,10.1 Utility Communications Architecture (UCA)

The use of international protocol standards is now recognized throughout the electric utility industry as
a key to successful integration of the various parts of the electric utility enterprise. Efforts to standardize
the protocols that facilitate substation integration and automation have taken place within the framework
provided by the Electric Power Research Institute’s (EPRI) UCA.
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UCA is a standards-based approach to utility data communications that provides for wide-scale
integration from the utility enterprise level (as well as between utilities) down to the customer interface,
including distribution, transmission, power plant, control center, and corporate information systems.
The UCA Version 1.0 specification was issued in December 1991 as part of EPRI Project RP2949,
Integration of Utility Communication Systems. While this specification supplied a great deal of func-
tionality, industry adoption was limited, due in part to a lack of detailed specifications about how the
specified protocols would actually be used by applications. For example, the manufacturing messaging
specification (MMS) ISO/IEC 9506 protocol was specified for real-time data exchange at many levels
within a utility. Unfortunately, the protocol did not have specific mappings to MMS for exchanging power
system data and schedules or for communicating directly with substation or distribution feeder devices.
The result was a continuation in interoperability problems.

The UCA (MMS) forum was started in May 1992 to address these UCA application issues. Six working
groups were established to consider issues of MMS application in power plants, control centers, customer
interface, substation automation, distribution feeder automation, and profile issues. The MMS forum
served as a mechanism for utilities and suppliers to build the technical agreements necessary to achieve
a wide range of interoperability using UCA MMS. Out of these efforts came the notion of defining
standard power system objects and mapping them onto the services and data types supported by MMS
and the other underlying standard protocols. This heavily influenced the definition of the UCA Version
2.0 specification issued in late 1996, which endorses ten different protocol profiles, including transmission
control protocol/Internet protocol (TCP/IP) and intercontrol center communications protocol (ICCP),
as well as a new set of common application service models for real-time device access.

The EPRI UCA/Substation Automation Project began in the early 1990s to produce industry consensus
regarding substation integrated control, protection and data acquisition, and interoperability of substa-
tion devices from different manufacturers. The Substation Protocol Reference Specification recom-
mended three of the ten UCA2 profiles for use in substation automation. Future efforts in this project
were integrated with the efforts in the Utility Substations Initiative described below.

In mid-1996 American Electric Power hosted the first Utility Substations Initiative meeting as a
continuation of the EPRI UCA/Substation Automation Project. Approximately 40 utilities and 25 sup-
pliers are presently participating, having formed supplier/utility teams to define the supplier [ED func-
tionality and to implement a standard IED protocol (UCA2 profile) and LAN protocol (Ethernet).

Generic object models for substation and feeder equipment (GOMSFE) are being developed to facilitate
suppliers in implementing the UCA/Substation Automation Project’s substation and feeder elements of
the power-system object model. New [ED products with this functionality are now commercially available.
The Utility Substations Initiative meets three times each year, in January, May, and September, immedi-
ately following the [EEE PES Power System Relaying Committee (PSRC) meetings and in conjunction
with the UCA Users Group meetings. Every other meeting includes a supplier interoperability demon-
stration. The demonstration in September 2002 involved approximately 20 suppliers with products
interconnected by a fiber Ethernet LAN interoperating with the UCA2 MMS protocol, the GOMSFE
device object models, and Ethernet networks.

The UCA Users Group is a nonprofit organization whose members are utilities, suppliers, and users
of communications for utility automation. The mission of the UCA Users Group is to enable utility
integration through the deployment of open standards by providing a forum in which the various
stakeholders in the utility industry can work together cooperatively as members of a common organiza-
tion. The group’s goals are to:

» Influence, select, and endorse open and public standards appropriate to the utility market based
on the needs of the membership

+ Specify, develop, and accredit product/system-testing programs that facilitate the field interoper-
ability of products and systems based upon these standards

+ Implement educational and promotional activities that increase awareness and deployment of
these standards in the utility industry
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The UCA Users Group was first formed in 2001 and presently has 34 corporate members, including
17 suppliers, 14 electric utilities, and 3 consultants and other organizdtions. The UCA Users Group
organization consists of a board of directors, with the executive committee and technical commiitee
reporting to the board. The executive committee has three committees reporting to it: marketing, liaison,
and membership. The technical committee has a number of subcommittees reporting to it, including
substation, communications, products, object models (IEC 61850/GOMSEFE), and test procedures. The
web site for the UCA Users Group is www.ucausersgroup.org. The UCA Users Group meets three times
each year, in January, May, and September, immediately following the IEEE PES PSRC meetings and in
conjunction with the UCA Users Group meetings. In addition, the UCA Users Group met at the IEEE
PES Substations Committee Annual Meeting April 27-30, 2003, in Sun Valley, Idaho. This meeting
included a supplier interoperability demonstration, with 20 suppliers demonstrating the implementation
of the UCA2 MMS protocol and Ethernet networking technology into their IEDs and products, and
interoperating with the other suppliers’ equipment.

7.10.2 International Electrotechnical Commission (IEC) 61850

The UCA2 substation automation work has been brought to 1EC Technical Committee (TC) 57 Working
Groups (WG) 10, 1'1,and 12, who are developing [EC 61850, the single worldwide standard for substation
automation communications. [EC 61850 is based on both UCA2 and European experience and provides
additional functions such as substation configuration language and a digital interface to nonconventional

current and potential transformers.

7.10.3 Distributed Network Protocol (DNP)

The development of the distributed network protocol (DNP) was a comprehensive effort to achieve open,
standards-based interoperability between substation computers, RTUs, [EDs, and master stations (except
intermaster station communications) for the electric utility industry. DNP is based on the standards of
the IEC TC 57, WG 03. DNP has been designed to be as close to compliant as possible to the standards
as they existed at time of development with the addition of functionality not identified in Europe but
needed for current and future North American applications (e.g., limited transport-layer funciions to

support 2K block transfers for [EDs as well as radio frequency [RF] and fiber support). The present
version of DNP is DNP3, which is defined in three distinct levels. Level 1 has the least functionality (for

simple IEDs), and Level 3 has the most functionality (for SCADA master station-communication front-
end processors).

The short-term benefits of using DNP are interoperability between multi-supplier devices;
protocols to support in the field; reduced software costs; no protocol translators needed; shorter delivery
schedules; less testing, maintenance, and training; improved documentation; independent conformance
testing; and support by independent user group and third-party sources (e.g., test sets, source code). In
the long-term, further benefits can be derived from using DNP, including easy system expansion; long
product life; more value-added products from suppliers; faster adoption of new technology; and major
operations savings

DNP was developed by Harris, Distributed Automation Products, in Calgary, Alberta, Canada. In
November 1993 responsibility for defining further DNP specifications and ownership of the DNP spec-
ifications was turned over to the DNP User Group, a group composed of utilities and suppliers who are
utilizing the protocol. The DNP User Group is a forum of over 300 users and implementers of the DNP3
protocol worldwide. The major objectives of the user group are to maintain control of the protocol and
determine the direction in which the protocol will migrate; to review and add new features, functions,
and enhancements to the protocol; to encourage suppliers and utilities to adopt the DNP3 protocol as
a standard; to define recommended protocol subsets; to develop test procedures and verification pro-
grams; and to support implementer interaction and information exchange. The DNP User Group has
an annual general meeting in North America, usually in conjunction with the DistribuTECH Conference

Swer
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in January/February. The web. site for DNP and the DNP User Group is www.dnp.org. The DNP User
Group Technical Committee is an open volunteer organization of industry and technical experts from
around the world. This committee evaluates suggested modifications or additions to the protocol and
then amends the protocol description as directed by the user group members.

7.11 Choosing the Right Protocol

There are several factors to consider when choosing the right protocol for your application. First,
determine the system area you are most concerned with, e.g., the protocol from a SCADA master station
to the SCADA RTUs, a protocol from substation [EDs to an RTU or a PLC, or a local area network in
the substation. Second, determine the timing of your installation, e.g., 6 months, 18 to 24 months, or 3
to 5 years. In some application areas, technology is changing so quickly that the timing of your installation
can have a great impact on your protocol choice. If you are implementing new IEDs in the substation
and need them to be in service in 6 months, you could narrow your protocol choices to DNP3, Modbus,
and Modbus Plus. These protocols are used extensively in IEDs today. If you choose an [ED that is
commercially available with UCA2 MMS capability today, then you can choose UCA2 MMS as your
protocol.

[f your time frame is 1 to 2 years, you should consider UCA2 MMS as the protocol. Monitor the results
of the Utility Substation Communication [nitiative utility demonstration sites. These sites have imple-
mented new supplier IED products that are using UCA2 MMS as the [ED communication protocol and
Ethernet as the substation local area network.

If your time frame is near term (6 to 9 months), make protocol choices from suppliers who are
participating in the industry initiatives and are incorporating this technology into their product’s migra-
tion paths. This will help protect your investment from becoming obsolete by allowing incremental

upgrades to new technologies.

/.12 Communication Protocol Application Areas

There are various protocol choices, depending on the protocol application area of your system. Protocol
choices vary with the difterent application areas, which are in different stages of protocol development
and levels of industry efforts. The status of development efforts for different applications will help
determine realistic plans and schedules for your specific projects.

7.12.1 Within the Substation

The need for a standard IED protocol dates back to the late 1980s. IED suppliers acknowledge that their
expertise is in the IED itself — not in two-way communications capability, the communications protocol,
or added IED functionality from a remote user. Though the industry made some effort to add commu-
nications capability to the IEDs, each IED supplier was concerned that any increased functionality would
compromise performance and drive the [ED cost so high that no utility would buy it. Therefore, the
industry vowed to keep costs competitive and performance high as standardization was incorporated
into the IED.

The [ED suppliers’ lack of experience in two-way communications and communication protocols
resulted in crude, primitive protocols and, in some cases, no individual addressability and improper error
checking (no select-before-operate). Each IED required its own communication channel, but only limited
channels, if any, were available from RTUs. SCADA system and RTU suppliers were pressured to develop
the capability to communicate with IEDs purchased by the utilities. Bach RTU and IED interface required
not only a new protocol, but a proprietary protocol not used by any other IED.

It was at this point that the Data Acquisition, Processing and Control Systems Subcommittee of the
[EEE PES Substations Committee recognized the need for a standard IED protocol. The subcommittee
formed a task force to examine existing protocols and determine, based on two sets of screening criteria,
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the two best candidates. [EEE Standard 1379, Trial Use Recommended Practice for Data Communications
between Intelligent Electronic Devices and Remote Terminal Units in a Substation, was published in
March 1998. This document did not establish a new communication protocol. To quickly achieve industry
acceptance and use, it instead provided a specific implementation of two existing communication pro-
tocols in the public domain, DNP3 and IEC 870-5-101.

For IED communications, if your implementation time frame is 6 to 9 months, select from protocols
that already exist — DNP3, Modbus, and Modbus Plus. However, if the implementation time frame is
1 year or more, consider EPRI UCA2 with MMS as the communications protocol. Regardless of your
time frame, evaluate each supplier’s product migration plans. Try to determine if the system will allow
migration from today’s [ED with DNP3 to tomorrow’s IED with EPRI UCA2 MMS without replacing
the entire [ED. This will leave open the option of migrating the IEDs in the substation to EPRI UCA2
in an incremental manner, thus avoiding wholesale replacement. If you choose an I[ED that is commer-
cially available with UCA2 MMS capability today, then you may want to choose UCA2 MMS as your
IED protocol.

7.12.2 Substation-to-Utility Enterprise

This is the area of traditional SCADA communication protocols. The Data Acquisition, Processing and
Control Systems Subcommittee of the IEEE PES Substations Committee began developing a recom-
mended practice in the early 1980s in an attempt to standardize master/remote communications practices.
At that time, each SCADA system supplier had developed a proprietary protocol based on technology of
the time. These proprietary protocols exhibited varied message structures, terminal-to-data circuit ter-
minating equipment (DCE) and DCE-to-channel interfaces, and error detection and recovery schemes.
The IEEE Recommended Practice for Master/Remote Supervisory Control and Data Acquisition
(SCADA) Comumunications (IEEE Std. 999-1992) addressed this nonuniformity among the protocols,
provided definitions and terminology for protocols, and simplified the interfacing of more than one
supplier’s RTUs to a master station.

The major standardization effort undertaken in this application area has taken place in Europe as part
of the IEC standards-making process. The effort resulted in the development of the IEC 870-5 protocol,
which was slightly modified by GE (Canada) to create DNP. This protocol incorporated a pseudo transport
layer, allowing it to support multiple master stations. The goal of DNP was to define a generic standards-
based (IEC 870-5) protocol for use between IEDs and data concentrators within the substation, as well
as between the substation and the SCADA system control center. Success led to the creation of the supplier-
sponsored DNP User Group that currently maintains full control over the protocol and its future
direction. DNP3 has become a de facto standard in the electric power industry and is widely supported
by suppliers of test tools, protocol libraries, and services.

7.13 Summary

As we look to the future, it seems the time between the present and the future is shrinking! When a PC
bought today is made obsolete in 6 months by a new model with twice the performance at less cost, how
can you protect the investments in technology you make today? Obviously, there is no way you can keep
up on a continuous basis with all the technology developments in all areas. You must rely on others to
keep you informed, and who you select to keep you informed is critical. With every purchase, you must
evaluate not only the supplier’s present products, but also its future product development plans. Does
the supplier continuously enhance and upgrade products? Is the supplier developing new products to
meet future needs? Do existing products have a migration path to enhanced and new products? Selecting
the right supplier will ensure you stay informed about new and future industry developments and trends
and will allow you to access new technologies that will improve your current operation.
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Containment and control of oil spills at electric supply substations is a concern for most electric utilities.
The environmental impact of oil spills and their cleanup is governed by several federal, state, and local
regulations, necessitating increased attention in substations to the need for secondary oil containment,
and a Spill Prevention Control and Countermeasure (SPCC) plan. Beyond the threat to the environment,
cleanup costs associated with oil spills could be significant, and the adverse community response to any
spill is becoming increasingly unacceptable.

The probability of an oil spill occurring in a substation is very low. However, certain substations, due to
their proximity to navigable waters or designated wetlands, the quantity of oil on site, surrounding topog-
raphy, soil characteristics, etc., have or will have a higher potential for discharging harmful quantities of oil
into the environment. At minimum, an SPCC plan will probably be required at these locations, and instal-
lation of secondary oil-containment facilities might be the right approach to mitigate the problem.

Before an adequate spill prevention plan is prepared and a containment system is devised, the engineer
must first be thoroughly aware of the requirements included in the federal, state, and local regulations.

The federal requirements of the U.S. for discharge, control, and countermeasure plans for oil spills
are contained in the Code of Federal Regulations, Title 40 (40CFR), Parts 110 and 112. The above
regulations only apply if the facility meets the following conditions:

1. Facilities with above-ground storage capacities greater than 2500 | (approximately 660 gal) in a
single container or 5000 | (approximately 1320 gal) in aggregate storage, or

2. Facilities with a total storage capacity greater than 159,000 | (approximately 42,000 gal) of buried
oil storage, or

'Sections of this chapter reprinted from IEEE Std. 980-1994 (R2001), IEEE Guide for Containment and Control of
Oil Spills in Substations, 1995, Institute of Electrical and Electronics Engineers, Inc. (IEEE). The IEEE disclaims any
responsibility or liability resulting from the placement and use in the described manner. Information is reprinted
with permission of the IEEE.

0-8493-1703-7/03/%0.00+31.50 o
© 2003 by CRC Press LLC o

-1



8-2 Electric Power Substations Engineering

3. Any facility which has spilled more than 3786 | (1000 gal) of oil in a single event or spilled oil in
two events occurring within a 12-month period, and

4. Facilities which, due to their location, could reasonably be expected to discharge oil into or upon
the navigable waters of the U.S. or its adjoining shorelines.

I other countries, applicable governmental regulations will cover the above requirements.

8.1 Oil-Filled Equipment in Substation [IEEE 980-1994 (R2001)]

A number of electrical apparatus installed in substations are filled with oil that provides the necessary
insulation characteristics and assures their required performance. Electrical faults in this power equip-
ment can produce arcing and excessive temperatures that may vaporize insulating oil, creating excessive
pressure that may rupture the electrical equipment tanks. In addition, operator errors, sabotage, or faulty
equipment may also be responsible for oil releases.

The initial cause of an oil release or fire in electrical apparatus may not always be avoidable, but the
extent of damage and the consequences for such an incident can be minimized or prevented by adequate
planning in prevention and control.

Described below are various sources of oil spills within substations. Spills from any of these devices
are possible. The user must evaluate the quantity of oil present, the potential impact of a spill, and the
need for oil containment associated with each oil-filled device.

8.1.1 Large Oil-Filled Equipment

Power transformers, oil-filled reactors, large regulators, and circuit breakers are the greatest potential
source of major oil spills in substations, since they typically contain the largest quantity of oil.

Power transformers, reactors, and regulators may contain anywhere from a few hundred to 100,000 |
or more of o0il (500 to approximately 30,000 gal), with 7500—38,000 | (approximately 2000-10,000 gal)
being typical. Substations usually contain one to four power transformers, but may have more.

The higher voltage oil circuit breakers may have three independent tanks, each containing 400-15,000 |
(approximately 1004000 gal) of oil, depending on their rating. However, most circuit breaker tanks contain
less than 4500 [ (approximately 1200 gal) of oil. Substations may have 10-20 or more oil circuit breakers.

8.1.2 Cables

Substation pumping facilities and cable terminations (potheads) that maintain oil pressure in pipe-type
cable installations are another source of oil spills. Depending on its length and rating, a pipe-type cable
system may contain anywhere from 5000 [ (approximately 1500 gal) up to 38,000 | (approximately 10,000 gal)
or more of oil.

8.1.3 Mobile Equipment

Although mobile equipment and emergency facilities may be used infrequently, consideration should be
given to the quantity of oil contained and associated risk of oil spill. Mobile equipment may contain up
to 30,000 | (approximately 7500 gal) of oil.

8.1.4 Oil-Handling Equipment

Ol filling of transformers, circuit breakers, cables, etc. occurs when the equipment is initially installed.
In addition, periodic reprocessing or replacement of the oil may be necessary to ensure that proper
insulation qualities are maintained. Oil pumps, temporary storage facilities, hoses, etc. are brought in to
accomplish this task. Although oil processing and handling activities are less common, spills from these
devices can still occur.
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8.1.5 Oil Storage Tanks
So

ome consideration must be given to the presence of bulk oil storage tanks (either above- ground or
below-ground) in substations as these oil tanks (_r‘»uld be responsible for an oil spill of significant
magnitude. Also, the resulting applicability of the 40CFR, Part 112 rules for these storage tanks could
require increased secondary oil containment for the entire substation facility. The user may want o
reconsider storage of bulk oil at substation sites.

8.1.6 Other Sources

Station service, voltage, and current transformers, as well as smaller voltage regulators, oil circuit reclosers,
capacitor banks, and other pieces of electrical equipment typically found in substations, contain small
amounts of insulating oil, usually less than the 2500 1 (approximately 660 gal) minimum for a single
container.

o

8.2 Spill Risk Assessment

The risk of an oil spill caused by an electric equipment failure is dependent on many factors, including:

* Engineering and operating practices (i.e., electrical fault protection, loading practices, switching
operations, testing, and maintenance).

Quantities of oil contained within apparatus.
Station layout (i.e., spatial arrangement, proximity to property lines, streams, and other bodies of

.

water).
Station topography and site preparation (i.e., slope, soil conditions, ground cover).
* Rate of flow of discharged oil.

Each facility must be evaluated to select the safeguards commensurate with the risk of a potential oil spill.

The engineer must first consider whether the quantities of oil contained in the station exceed the
quantities of oil specified in the Regulations, and secondly, the likelihood of the oil reaching navigable
waters if an oil spill or rupture occurs. If no likelihood exists, no SPCC plan is required.

SPCC plans must be prepared for each piece of portable equipment and mobile substations. These
plans have to be general enough that the plan may be used at any and all substations or facility location.

Both the frequency and magnitude of oil spills in substations can be considered to be very low. The
probability of an oil spill at any particular location depends on the number and volume of oil containers,
and other site-specific conditions.

Based on the applicability of the latest regulatory requirements, or when an unacceptable level of oil
spills has been experienced, it is recommended that a program be put in place to mitigate the problems.
Typical criteria for implementing oil spill containment and control programs incorporate regulatory
requirements, corporate policy, frequency and duration of occurrences, cost of occurrences, safety haz-
ards, severity of damage, equipment type, potential impact on nearby customers, substation location,
and quality-of-service requirements [IEEE 980-1994 (R2001)].

The decision to install secondary containment at new substations (or to retrofit existing substations)
is usually based on predetermined criteria. A 1992 IEEE survey addressed the factors used to determine
where oil spill containment and control programs are needed. Based on the survey, the criteria in Table §.1
a